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Tiivistelma

Eri organisaatioita kohtaan kohdisista kyberturvallisuusloukkauksta on
tullut yleisia uutisia, joita julkaistagdéhes paivittain ympéari maailmaéoi-
nen yleinen trendi okansainvaliseCERT halytykset, jotka kertovdietotur-
valoukkausten kasvusta seka laten etté informaatitetoteknologiaa vas-
taan.

Digitaalisten strategioidegja kilpailukykyisempiertoiminnan myoétéaalmis-

tava teollisuudisaaerilaisia antureita ja laitteita tehtailleen enemman kuin
koskaan ennetisaantyvat yhteydet lisaavat myos riskdjiudet janopeasti
kehittyvat uhat hyodyntavat haavoittuvan operatiivisen teknologian (OT) jar-
jestelmia paitsi varastaakseen tietoa, myods aiheuttaakseen paniikkia ja kaa-
osta. Nain ollen OJymparistdén kehittyessa turvallisuus on avainasemassa
sellaisten hyokkaystens&imisessa, jotka voivat aiheuttaa suuria ja kalliita
hairioita

Katsomattaorganisaation kokantai toimialaanon todella tarkeaa varmistaa,
ettasilla on olemassa asianmukainen tiimi, jolla on oikeat taidot, prosessit ja
tyokalut kyberturvallisuusriskien jaloukkausten tunnistamiseen, havaitse-
miseen ja niiltd suojaamiseenana paivandietoturvavalvomo eliSOC:n
(Security Operations Centri@)serntiimi on lahes pakollinen toiminto kaiken-
kokoisille organisaatioille.

Tassa projektyossatarkastellaan sitdnitkéa ovat tdrkeimman oleelliset tai-
dat, ennen kuirolemassa oleva IT SOC pystyy tarjpam@inSOCpalveluja
joko uusien tauudistettujervoimalaitosten kayttooRortumissa



Abstract

Cybersecurity breaches at varimrganizations are becoming common news
published almost dailground the worldAnother trend we can see frgrab-
lished CERT alerts is that security breacheperational and information
technologiesre also increasingo.

As manufacturing ramps upgtial transformation strategies to be more com-
petitive, factories are now adding more sensors and connected devices than
ever before. However, with increased connectivity comes increased risk. New
and rapidly evolving threats are taking advantage of vabieroperational
technology (OT) systems to not only steal information, but to cause panic and
chaos. Thus, as the OT environment evolves, security is key to thwarting at-
tacks with the potential to cause large and costly disruptions.

Without lookingof the size or type of the organization, itreally important
to ensure that there is an appropriate team with right sgrit€essand tools
to identify, detect and defend againgber security risks aroreachesHav-
ing a dedicated security team that poms SOQSecurity Operations Centre)
is almost mandatorfunctionality forall sized utility organizationsday.

This project work researcivhatare the main essential skills idr SOC pro-
vide OT SOCservicedo eithernew orenhanced foFortumutility plants
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Introduction

1 Introduction

As industrial control systems (ICS) become more interconnected with each
other and homogenous, there needs to be sufficdenpensating controls put

into place to ensure the safety and reliability of the operations. One of most
dedicated focuses towards security that can be implemented in-precell
pared ICS is a security operations center (SOC). A SOC is a combination of
peope, processes, and technology that proactively search for abnormalities
in the environment to identify and respond to security incidents. Many enter-
prise information technology (IT) companies have achieved varying degrees
of success with SOCs and are couélly attempting to evolve the security
landscape through best practices and new technologies. The purpose of this
paper is not to repeat those efforts but instead extend that focus to ICS envi-
ronments. Organizations with ICS such as those in the elegtier, oil, gas,
nuclear, and manufacturing industries have typically not seen the same atten-
tion placed on the security of these systems as the enterprise. Many SOC best
practices can apply to the ICS but tailoring is required.

Skilled people, apprafate processes and the right technology are the key
requirements of @rotect organization against cyber risks godd security
incident response (IR) process. Amongst thespiirements, skilled staff
plays a key role in defending the organization agfayberattacks. Without
appropriately skilled staff, any numbefr processes or technologies will not
help in improving the security. Hence augmenting S@ttion with the ex-
isting limited staff is a more practical and cost effective apprddehtifying
current skills versus required skills and planning for upskilling staff over a
period of time will help organizations to build a skillB@C andsecurity IR
team.



Introduction
1.1 Background for the project

In 2020, Fortum staetd the Cyber Security ImprovemeProgram(CSIP),
which goal wago create and enhance modern cyber capabilities against to-
day's cyber threat©ne of the many improvement areas was the ioreaf

new, and update existin@T Cyberservices in Fortum's site. OT Cyber Se-
curity servies are described at a high level in ChapféEn& challenge in this
project work is that there is not much written material on this topic.

In Fortum CybeiSecurity Monitorimg are centralized in Fortum SOC. How
to expand SOC capabilities covering from 6I@T environments anlklow

to improveresources skills tmaintainSOCservicequality, andat thesame
time keepSOCcosts low as possible the key questian

1.2 Project scope, aim and limitations

This projectwork aim isanswer questiofiwhat are thenainessential skills
for SOC personnel need in order to successfully monitoringOT?0. Pro-
ject work try to identify vinatare the high levelcapabilitiesand what can be
done to minimize the gaps$his development project wonkill not describe
FortumOyj cyber ecosystemiT/OT SOCprocessedT/OT SOCtechnical
tools IT/OT Cyberservicesin detail leve] usedIT/OT IR playbooksor
neededspecificskills aroundof thosetopics

For many readershis project work mayetoo technical, but it giveslaack-
groundto what kind of expertise should loeiilt andrecruited forOT SOC
operationsand how well existing IT SOC can be used for Cyber Security
monitoring in OT environments

1.3 Project research method

The research method is based onrdtevantpublic OTcyber securityocu-
mentationsandinterviews with differentCyberSecurityexpertsNo previous
research on this subject was found
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1.4 Project structure

The introductory chapter of the development project describes the topic of the
development projecthe background of the topic, as well as setting the ob-
jective and research question. Also the tamd termsof the projectwork

the delimitation is justified in the first chapter.

The secon@nd thirdchapterdescribes what SOC is and what kind of skill
roles andvhat kind of incident response processfatiewed IT and OT in-
cidens. Chapter four describes the main differences between IT anopOT
erationsand cybersecuritfocus areasChapter five different OT Cyber Ser-
vices and capabilities what cée provide OT sites and help protect sites
against cyber threats increasing visibility and resilie@t@pter sixpresent
acaseexampleo help describe the difference betwd@mand OT speailists
actionswith the help of a fictiousaseexamplewvhere acyber threat has been
discoveredoy themonitoring tools.The comparisoms basedn interviews
where 3 differentscenarios werdemonstrate with the help of aOT test
environmentChapter seven and eight present the main findings aralueon
sions of this project work. The last pages describe the references used in the
work and a more detailed description of the test environment of the project
work

1.5 Terms

Terms Description

ATT&CK  for | ATT&CK for Industrial Control Systems (ICS) is a knowledge b,
Industrial Con-| useful for describing the actions an adversary may take while of
trol Systems ing within an ICS network ATT&CK for ICS focuses on adversarig

who have a primary goal of disrupting an industrial control prog
destroying property or causing temporary or permanent harm or
to humans by attacking industrial control systems

EDR Endpoint detection and response (EDR), also known as endpoint
detection and response (ETDR), is an integrated endpoint tyesoH
lution that combines redime continuous monitoring and collectig
of endpoint data with rulelsased automated response and analysi
pabilities.
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Engineering
workstation

The engineering workstation is usually a higid very reliable com
puting plaform designed for configuration, maintenance and diag
tics of the OT control system applications and other OT control sy
equipmentEngineering workstation include o f t waareat® ang
modify industrial system logics. Engineerimgprkstation is used t
load operationalogics toPLC.

HMI

A humanmachine interface (HMI) is the user interface that conn
an operator to the controller for an industrial systdiM! is graphical
interface to monitor and manage industrial systenesMkC

ICS

Industrial control system (ICS) are assets like systems and netwa
control industriakitesand infrastructures

Incident response (IR) process is a collectio@éumentedroce-
dures aimed at identifying, investigating am$ponding to potentig
security incidents in a way that minimizes impact and supports
recovery

IR Playbook

An incident respons@R) playbook empowers teams with standi
documentegrocedures and steps for responding and resolving
dents in reltime. Playbooks can also includentact information
technical details for normal operatigmeacetime trainingnd exer-
cises, which will prepare the team for the next incident.

MODBUS

Modbus is a communications protocol for programmable logic
trollers (PLCs)

NIST

The National Institute of Standards and Technology (NIST) is af
ical sciences laboratory and noggulatory agency of the Unite
States Department of Commerce. Its mission is to promote Ame
innovation and industrialompetitiveness.

oT

Operational Technology (OT) is hardware and software that dete
causes a change, through the direct monitoring and/or control
dustrial equipment, assets, processes and events.

PAM

Privileged Access Management (PAM) is sau8 that help securé
control, manage and monitor privileged access to critical assets

PLC

A programmable logic controller (PLC) is an robust industrial ¢
puter that has been ruggedized and adapted for the control of I
facturing processe®2LC can control example floodgates, turbin
traffic lights etc

Port mirror

Port mirroring is the network switch ability to send a copy of netw
data packets being transmitted over a switch port to a network r
toring or inspection device thatiiself connected to the port mirrer|
a dedicated port on the switch

SCADA

Supervisory control and data acquisition (SCADA) is a control syg
architecture comprising computers, networked data communicg
and graphical user interfaces for hilgivel supervision of machine
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and processes. It also covers sensors and other devices, such
grammable logic controlle®LC), which interface with process pla

or machinery

TAP A tap is typically a dedicated hardware device, which provides a

to acess the data flowing across a computer network.

Table 1:Terms and abbreviations used in project work
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2 Security Operation Centre

Security OperationCentre (SOC)ervicewith skilled peoplesand modern
tools areorganizatiorwhose mission is to continuousind proactivelynon-

itor and improve an organization's security posture while preventing, detect-
ing, analyzing, and responding to cyber security incidamdsthreat$IR). If

a organizationhavea SOC service theyare in abetterpositionto identify
cyberattacks and remedating them before damage® the companyis
caused SOC can also help compes to fulfill compliance andegulabry
requirements

2.1 Definition of SOC

An information security operations center (ISOCIBrSOCor SOQ is a

facility where enterprise information systems (web sites, applications, data-
bases, data centers and servers, networks, desktops and other endpoints) are
monitored, assessed, and defehde

A SOC is related to the people, processes and technologies that provide situ-
ational awareness through the detection, containment, and remediation of IT
threats in order to manage and enhance an organization's security gosture.
SOC will support on belalf of an institution or company, any threatening IT
incident, and will ensure that it is properly identified, analyzed, communi-
cated, investigated and reported. The SOC also monitors applications to iden-
tify a possible cybeattack or intrusion (event)nd determines if it is a gen-

uine malicious threat (incident), and if it could affect business.
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2.2 SOCroles, staffing and competences

Companies have lot of cybsecurity tools implemented anabols help pro-
tect companies against cyber thretedernnext generation cyber tools like
E D R,direwalls, email filters, SOAR Security Orchestration, Automation
and Respongesystemsrespondautomaticallyto low-level security events
without human assistag but still to be able to respond to human thretats
requires human defendeoo. Well trainedcyber specialisareexpensive but
are often extremely effective at identifying réfateatinstead of escalating
false positives. IISOC operations there amormally threedifferent opera-
tional levels

221 TIER1

Tier 1 SOCanalystare alert investigators and their duties normadtjude
monitoring SIEM alerts, managg and configuing security monitoring tools

if neededTIER 1 SOC analystrpritizes alerts or issues and performs triage

to confirmthata real security incident is taking pla@OAR help TIER 1

SOC analystby prevening definedcyber threat faster than hunsscan do.
Usually TIER 1 SOC analysare newly graduatear not scexperienced em-
ployees andnce their experience builds up it is common that they take their
next steps in their careers. This results in somewhat more frequent change of
personnein SOC TIER 1.

222 TIER 2

Tier 2SOCanalysts are the incident respondet receives incidents and
performs deep analysi¥his is done byorrelaing incident datawith threat
intelligence to identify the threat actor, nature of the attack and systems or
data affectedTIER 2 SOC analysteatides on strategy for containment, re-
medidion and recovery and acts on it

TIER 2 SOC Analyst qualificatiors dmilar to Tier 1SOCanalyst but with

more experience including incident response. Advanced forensics, malware
assessment, threat intelligenées anexample of useful competence level
would beWhite-hat hacker certification or training is a major advantage
TIER 2 work
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223 TIER 3

Tier 3SOCanalysts arthrea hunters angubject matter experts when deeper
analysis is requiredespecially against newhreats.TIER 3 SOC Analyst

utilize their time to act as threhtinters when possihleonducts vulnerabil-

ity assessments and penetration tests, and reviews alerts, industry news, threat
intelligence and security dafBlIER 3 SOC Analyshunts for threatthat have

found their way into theompany assetsis well as unknown vulnerabilities

and security gaps$t a major incident occurthen the TIER 3 analysisins

the TIER 2 SOCAnalyst in responding and containing it.

TIER 3 SOC Analyst qualificatioms smilar to TIER 2 SOC analyst but with
more experience including higavel and major security incidents. Experi-
ence withthreat huntingpenetration testing and tooldalware reverse en-
gineering, experience identifying and developing responses to neaisthre
and attack patterns.
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3 SOC and incident response pro-
cesses

Incident response (IR) is the point at which the Sttt ading to contain,
eradicate, and recover from eyberattackbefore data is lost or the business
is irreparably harmed-or anexample SOCidentifies acyberattack inan
assetSOCisolates theasset operatioand takea memory dumgor thefo-
rensic teanand reportheissue tothe team who manages the affecisdet.
After this, theasset will be renstalledand taken irto useagainwith im-
proved configurationsEffective execution requires that SOC procedures
androleswith service owneare agreed by definingR playbooksat the time
the service i®nboarded intthe SOC service.

3.1 IT Cyber Incident Response Process

The NIST incident response processexampleongoing learning and ad-
vancements to discover how to protect the organization against cyber security
incidents. Process includes four main stages: preparation, detection & analy-
sis, containment & eradation, & recovery and poshcident activities.

>

y Containment
Detection & Eradication
Preparation Analysis & Recovery

Post-Incident
Activity

[Picturel] NIST Incident response lifecycle
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3.1.1 Preparation

Thepreparation phase covers the work an organizatimhservicedo to get
ready for incident respons€hisincludesestablishing the right toglsppro-
priate controlsand resources and training tbiganization This phaselso
includesactivitiesto prevent incidents from happening

3.1.2 Detedion & analysis

Detection is the practice of analyzing the entirety séeurity ecosystem to
identify any malicious activity that could compromise the netva#t sys-
tems If a threat is detected, then mitigation efforts must be enacted to
properly neutralize the threat before it can exploit any present vulnerabilities.

During analysis it is really importata identify what happened, why and how

it happenedand what can be done to prevent it from happening again. From
anincident analysis report, both the goal of the cydd&ack and the extent of
damage it has caused candegermined

3.1.3 Containment, Eradication, and Recovery

Containment is important before an incident overwhelms resources or in-
creases damage. Most incidents require containment, so that is an important
consideration early in the course of handling eaclident.Containment pro-

vides time for developing a tailored remediation strategy. An essential part of
containment is decisiemaking (e.g., shut down a system, disconnect it from

a network, disable certain functions).

After an incident has been contailheradication may be necessary to elimi-
nate components of the incident, such as deleting malware and disabling
breached user accounts, as well as identifying and mitigating all vulnerabili-
ties that were exploited. During eradication, it is important émtidy all af-

fected hosts within the organization so that they can be remediated. For some
incidents, eradication is either not necessary or is performed during recovery.

Recovery should be done in a phased approach so that remediation steps are
prioritized. For largescale incidents, recovery may take months; the intent of
the early phases should be to increase the overall security with relatively
quick (days to weeks) high value changes to prevent future incidents. The

10
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later phases should focus on longgmm changes (e.g., infrastructure
changes) and ongoing work to keep the enterprise as secure as possible.

3.1.4 PostEvent Activity

After acyber threat or incident manageméns really importanto analyze

what happened, why it happened, and what we cao &eep it from hap-
pening again. This is not just a technical review as policies or infrastructure
may need to be changdadlring the postevent activities, it is really important

to share the findings internally as well as externally to the necessdegpart

3.2 Industrial Cyber Incident Response Process

Successful ICS incident response requires a clear understanding of roles, re-
sponsibilities, physical safety, the engineering process, network visibility, in-
dustrial protocols, and forensics capabilities. It also requires having a defen-
sible cyberposition. Next picture2 and sectionslescribeSANS cyber inci-

dent process in Indtrial services [OT IR process].

INDUSTRIAL CYBER INCIDENT RESPONSE PROCESS

/ \ / \
I‘ Information | — " Detection and "l
\ Sharing \ Identification |
\ \ /

| Evidence \
\  Acguisition |

‘.""‘ Eradication, \ \

Recovery ‘ Time Critical ‘l
\ Considering | — Analysis
“_ Safety ‘-‘

S~ [ Containment / —
Considering
'a,‘ Safety ,.v

3.2.1 Preparation & Planning

Expanding on traditional IT incident response, it will be critical to ensure that
site safety teams are involved in cybecident response planning. External
organizations such as ICS peers, government agencies, Information Sharing
and Analysis Centers (ISACs), and Computer Emergency Response Teams

11
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(CERTS) will also need to be part of the overall plan. Tools for those teams
in the control system are to be tested in development environments at this
stage.

Good preparation means ttadk site environment preparatisaredone. For
exampledevicemirror ports areonfigured readyor use TAP devicesaand
other needed tools in sitgeacquired properlogging enabledrom site as-
sets, IR processes and playbooks are regmbumentednd tested

It is alsoimportantto make sure thathe IR team can do its joby ensuring
thatthey have all needed peits) access cards, and licensiss good to
preparea portable IR briefcaswith tools and cableseady,if teamneedgo
travelon-siteto assissite engineersOne key topidn preparatiors thatall
needed employees are trairse! know they rolewring anincident System
backups must be up to date and back recovery tests must be performed

3.2.2 Integrated Detection and ldentification

OT SOCwill work with site engineeranddedicated OT incident response
teamon overall site networkand assesecurity monitoringThis include ex-
ample site system logaetwork trafficandasset datatc. Threat identifica-

tion can be conducted based on consuming and applying threat intelligence
to find and identify threats and impacts to systems anghooents for oper-
ations.

3.2.3 Evidence Acquisition

Teams will use alreadtested and deployed or available tools to quickly ac-
quire meaningful forensics data from critical ICS assets to help determine
threatsRoles, responsibilities and tasks must be dde&veen site, SOC and

IR team.

3.2.4 Time Critical Analysis

Analysis will be performed to determine impacts based on the threat(s) ana-
lyzed and provide options to stakeholders on ways to contain and preserve
the safety of operation®eporting to athorities is ondmportant decision

what IR team need decideiringthis phase

12
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3.2.5 Containment Considering Safety

Ensuring safety will be prioritized and considered at each step of containment
or change in the industrial environment, operational technology or engineer-
ing systems.

3.2.6 Eradication, Recovery Considering Safety

This will involve removing threats such as malware, adversary remote access,
etc. in order to reestablish a safe and trusted industrial process. This could
require rebuilding the operating system, reloading industrial software, up-
loading controller logic, etc

3.2.7 Lessons Learned

This will involve applying knowledge, technology, personnel resourcing, and
process gaps to the ICS or IT/OT converged Cyber Incident Response Plan.

3.2.8 Information Sharing

Sharing key takeaways from incidents with the ICS community and pee

the sector will help maintain the safety and reliability of operations in facili-
ties across other sectors globally. Key information would be in the form of
adversary attack tactics, techniques and procedures observed, indicators of
compromise of a szific attack, and the campaign of malware capability
used.

13
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4 Differences between IT and OT oper-
ations

The onemain difference between OT and dperationds that OTservices

control the physical world, while I$ervicesmanage dateéSuccessfulttack

on IT infrastructureand systemsanfor exampleresult in costly data theft

and reputation los® companyan attack on industrial systeinare the po-

tential to cause widespread disruptionand panev en put peopl eds | ives
risk.

Next picture openmore what aredifferences between IT and QWhat are
usually monitored by IT and OT SO#&hd how this all are connected and
segmentedametimes in network level.

What an IT SOC protects

Level 5 Level 4 Level 3

Picture3: Borders and different layers between IT and OT operlion
SOC vsOT SOQ

Several important areas such as network architecture, support agreements and
the cultureof the system owneere ininformation Technology (IT) different
than Operational Technology (O[SANSICS, Cole, E. 2014

14
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I T net wor k d8pendiagson tthe applicatiovkereaOT systems
requirements mandate reaahe productiorand availability And usually be-
cause of these differences;house OT peoples and teams have to provided
support of OT Infrastructure and services. Detection andtorang capabil-
ities like SIEM and EDR products carsuallybe found in the IT environ-

ments but not in the OT network.

4.1 Key differences between IT and OT

Understanding differences between IT and OT world will help SOC staff and

site

e n g i n eirgrtogethgr @rsl respect eaah otker. In next Table

1 are highlighted some key differences between IT andg&frations

T

OT/ICS

High throughput required for systems
applications and network devices

Realtime operations, delays are not
acceptable and quick turnaround tim
are required

Availability of network depends on

various application requirements, bu
predetermined maintenance window
are factored for system maintenance

Availability is king and any system
changes are meticuloughanned for
outages or managed with high redun
dant systems

Security tools are designed for corpg
rate applications

Security tools need to be adapted fo
the implementation in ICS environ-
ment. Although this trend is now beir]
reversed with ICS specific tabuch
as data diodes, application firewalls,
etc.

Common Windows / Linux operating
systems

Mixture of Windows, Linux and real
time operating systems

General skills and competencies rea
ily available

Specific engineering roles with addi-
tional IT skills, very rare to get the
skilled resources

Enormous system computing power
and storage is available

Computing power, storage and
memory are often constrained in fielg
devices

Standard protocols are common

Industrial and proprietary protocols a
comnon

Hardware lasts 3 to 5 years

Hardware lasts 10 to 15 years

Common maintenance and support ¢
tions are readily available

Maintenance and support typically
comes from the supplier of the devic

Latest personal computing devices a
easy to integrate

Pesonal device integration is difficult
due to computing resource constrain

Asset can be isolated by SOC online|
example using EDR tool in case of
malwares or unnormal behavior

Asset not possible isolated by SOC K
cause EDR is not used in plant assel
or asset isolation cause huge risk for
plant operation (example limiting
HMI 6s or plant e
stations operation etc.)

15
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SOC can import memory dump from
asset online using modern tools (exa
ple EDR installed in asset). SOC car
have forensiskills too.

Site engineeringxampleneed to im-
port memory dump in to USB stick
and send it to dedicated forensic tea
because assgtisually donot have
modern todd installed (example EDR

IT have cyber security continuity mar
agement plans and itaybooks in
place. Cyber disaster rehearsals hap

Many timesOT not have cyber secu-
rity continuity management plans an
CyberIR playbooks. Cyber disaster r

pen regularly. Roles are agreed be-
tween SOC and operational teams

hearsalsisuallynot are performed
Cyber IRroles aranany timesiot
agreed between SQ€ite IR teams,
businesandotheroperational teams
like site vendors

Table2: Key differences between IT and @&tworks[SANSICS, Cole, E.
2014

4.2 Differences between IT Security and OT security

Industrial engineering control system assets are often compared to traditional
information technology (IT) assets. However, traditional IT assets focus on
digital data at rest or data in transit. Operating technology industrial control
systems (OTICS) manage, monitor, and control réiate engineering sys-
tems for physical input values and control output for physical actions in the
real world. This is the primary difference between IT and OT/ICS systems,
which have differing requirements, skilleeded, and processes, including
cyber incident respong®T IR procesp

In SOC point of view, when IT SOC monitorirenalytics and defenahfor-
mation systems, for example compamgb sitesoffice applications, data-
bases, data centers as&ivers, networkand endpointsOT SOQmonitoring,
analytics and reportingperational technology systems as example building
management systems, factory safety systems and city water systems
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5 Cyber Security Services for OT sites

Before SOC can bprovideservicesand helpthere need to ba capabilities
implementedin OT plansto identify unnormal behaviorend open cyber
risks Roles and responsibilitigsetween SOC and siangineersieed to be
agreedclearlyandappropriatgool settings neetb be implementedtsiteto

increase visibility andninimize blind spots.

Next picture describexampleOT cyber securitgapalilities to-besituational
pictureof the state of th©T environmenand mitigate cyber risks

OT Automated Threat/Risk OT SIEM (incl.
Modelling and analysis automation)

Service

OT Endpoint OT AV, Patch,
protection Time delivery

Secure file import
to OT environments

1
', Individual site
N

Picture4: OT Cyber Security servicend capabilitie$or OT sites

5.1 OT Network security and compliance monitoring & auto-
matic asset discovery

OT Netwak security and compliance monitoring & automatic asset discov-
ery give good visibility to individual plant asses, networks and processes.
This give basiccapability forOT SOC todo anomaly and threat detection
understandrulnerability statuss identify of known threatsand seebetter
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planoperational behavide.g. firmware upgrades)ool support Attack Vec-
tor Mapping andjive betteropportunity to makeight risk-basedprioritiza-
tion.

Additional componens Network Isolation Monitoring servic&ervicehelps
sitesto monitor if networks that are supposed to be isolated from the internet
are leaking. If leaks are detect®d SOC will receive a notification and con-
tact the site for more investigations and corrective actions.

5.2 OT Log Service

OT Log Service is aomporent that would storall possible site systentisg
data The log service is not only for cyber secubigcausét can be used for
varioussite operational availability and troubleshootiagtivities Legisla-
tion must be taken into account in the planreasgecially In nationally crit-
ical infrastructure companidsgislative obligations may restrict the storage
and use of log daté.og serviceplatformsaremany timegnade bylocal in-
stallation becausexampledataavailability andnational legislation for criti-
cal infrastructure requirstore log data intsame country where site de
catedand deniedransferor accessg log data to centralizetbg environ-
mentsoutside of national borde¥lainly OT Log Service is for site enginse
who maka searchesSOC engineers need have basic knowledge of OT Log
Service tools and support site engineers when needed.

5.3 OT Endpoint protection

OT Endpoint protection solutions are generally the same as those used for IT.
However, the application of these products is more constrained. Industrial
users also have unique challenggamplemaintaining malware signatures
andmaintainOT endpoint protgen lifecyclewithout connection in tinter-

net andcentralizedclouds.

Several unigue characteristics of these networks and the processes that they
control make running traditional endpoint protection solutions very difficult
if not impossible.
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SOC engneers need haube understandingf OT endpoinfprotection tool
alerts the monitoredendpointrole andcriticality in plant productionpro-

ces®s, what isabnormal behavior in that endpoiat environmenaind what
theactionsarein case arendpoint getnfected bymalware.l.e. isolating the

endpointin a OT environmentmay not be possiblewhile this is common
practice in anyT environment.

5.4 OT Secure Remote Access

OT Secure remote access\ace include features whetfeeuser using strog
authentication can sign andequestaccess topdedefined site In other
words, session based authorization for remote access approveddafipee

site responsible. This can also be done in advance for a specific date and time
if a maintenance windovs known and agreedJser can be example vendor
whomanage and maintain OT componeighis kind of setup the user does
not needo manage passwords for all OT target systems which is a security
control itself in addition to a usabiliigature.The sessions are also logged
and recordedSOCmonitorsalertsis user sessi@which includesabnormal
behavior andthera n o ma.lSéssion tecording informatiagmusedn case
forensicinvestigations araeeckdlater on.

5.5 OT AV, Patch and Time delivery

OT AV, Patch and Time &livery service is concept faglantswherepatches
and antivirus fingerprints ateken in centrally fronall OT technologypart-
ners andsecuredistributed centralljorwardin plant devicesTime Delivery
servicekeepall computers insynchronizedime even if the network igso-
lated from theoutsidenetworksfor a longer period otime.

5.6 Secure file import to OT environments

One ofthe most common vectors to introdudeuses ormalwareinto OT
environmentsaretheuse unsecuraetwork file sharingor USB memory stick
for file transfers Secure file import servicgurposes to get rid ofdifferent
unlisted or commofile sharefoldersand provide secure methtrdnsferfiles
into OT envirorments SOC haveanimportant rolan monitorthefile transfer
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service anda@mpareknown virus haskesto thedatahashe®f fileswhich are
transferred to the OT environmenfsvirus or malwareéhashesre identified,
SOC triggerincident management@cess andnform site engineerabout
findings

5.7 OT Automated Threat / Risk modeling and analysis

The purpose of this service is to model the operation of the OT environment
using data that is available from vari@i®tools. The model makes it possi-

ble to proactirely research and prioritize security efforts. For example, this is
a great help in managing vulnerabilities that can be prioritized for different
types of attacksSite OT Threat modelingndanalysistasks can be perform
whencollectingoperatiordata fromdifferentsite OT cyber securitygystems

log sourcesnd combined this datith externalthreatsourcesAutomatized
modern tools can support SOC analyst to tell what are normal events and alert
if non-normal events are identifieBOC speciafit needunderstandhow site
operation and processes working and whattlaeenormalbehavior ofthe
plantOT systems and networks

5.8 OT Asset Inventory / CMDB

Configuration Management Database (CMDB) is importanitasit contain

all the relevant informatioron hardware and software componerasd the
relationships between those componemtisich have been approved for in-
stallation By using a CMDB with up to date informatioit is mucheaser to
identify what aresite approved asseasd which are noOther mportantus-

age ofCMDB is to support vulnerability management process. Usually plant
s of t weama bes patched in the time frame new vubdgities and
patches are releaseHowever,specific interfacesin the OT environment
needbe kept up to date and nenlnerable version® make intrusion harder
The CMDB helps to identify anid follow up on the statu$SOCresponsibil-

ity is not to peiform vulnerability management or security patchfogthe

site system it is needed to maintain a situational awareness of the status and
have the capability tmform plant engineers new vulnerabilitiesare found
which requires remediatiol®OC can provide support ohescriling to site
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engineersvhatthe specific vulnerability means and hdte risk introduced
canbe mitigated.

5.9 OT SIEM

SIEM (Security information and event managemegstemcollectslog and
even data andorovide realtime analysis of security alerts generated by ap-
plications serverslog hoss and network hardwar&IEM is one of the most
important SOC tooWhich help toidentify cyber risks and incidentds ad-
ditional value br siteengineersand operationsSIEM canfor examplebe
usal to repot site componerdvailability statusand health metrics in addition
to how oftensuccessfubackups are taken from sitassetusing dedicated
SIEM dashboardéensuringpreparedness
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6 Case example: Cyber-attack on a OT
system

The purpose of thiareeexample cassas to show thelifferences between IT
SOC andDT SOCanalystgluringcyberattackand what kind of actions they
perform during certaisituations

Next table describs theactiorsin highlevel how IT and OT SOC analysts
actduring certain casePescriptionsare notconneced tolR process phases
because OT and IT IR processes aresmactly thesame

6.1 Preliminary preparation

Since the example case cannot be tested in the@iglproductionenviron-
ment, a separate test environment was built for it focHise examplsimu-
lated attacKAppendix1). In thisbuild test environment, there are four traffic
lights controlled at an imaginary intersectidme test environment includes
typical operational technologgomponents such a$MI (HumanMachine
Interfacg andPLC (Programmable logicontrollel).

If this case studyhe SOC analyst have all capabilities usewhat are de-
scribed i n prQberSeesty Sereiced for ®NA modern
OT cyber securityand networkmonitoring toolis also connected to the test
environmenswitch and preparetb detect unnormal behaviors in ©& en-
vironment, such as connecting rapproved components to the OT network
or run port scanningn the OT network.
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172.16.192.100
172.16.152.10

Humman h_t-tm::r:a OT Network
Machine P Manitoring toal
Modbus Interface
sz (HMI)
172.16.192.200
1?2 16. 192 30 !(al'
Modbus | 172.16.192.101 Linux
https
p
GPIO 502 a3
Traffic Management

lights for monitoring

Picture 5:Desciption of OT test environment

For this project workhas beemterviewed3 IT and2 OT SOC specialisten

how they would act at the following evenBecause th€yber SecurityR
processes are different, the following table describes the main steps a SOC
Analyst would taken certain fnding.

6.2 Attacker connect new asset on OT Network

In this casehe attacker hae accesdo the OT network(Appendix 1) OT

Network monitoring tools alertingasit hasidentified anew and unknown
device inthe network.The cevicecan bephysical andconnectedlirect in to

OT switch or virtualand installecbn a virtual machinen engineering work-
station
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Next table3 describe how ifferent skilled SOC analyst would act:

IT SOC Analyst actions

OT SOC analystactions

Find out if this is either a false or a tru
Mo s t
If not false positive, try tdind out where

alarm of al ar ms

devices has get access to internal netwag

Investigateis the device known or un
known? (sourcesfrom CMDB and doing
phone call tdhe siteengineey

Analyze is device physical or virtual ass¢

Investigating where device is connects
what activities has performed, where dey|
communicating (Source: NW monitorin
tool and log collectors)

Most important is identify where device i
What network? What switch? Identify wh
is MAC address®ooking example CMDB
(exampl e a sldentifyswhatia
MAC address?dentify from DHCP and
AD log.

SOC role is support site engineers inf
mation. It is really important spedlan-
guage what site engineer understand.
X
unk

ampl e ADevi

4

ce

is connected

Determines if the device has been comr
nicated to another deviceFind out the
chain of attackand attaclsurface

Based on SOC playbook and if finding

not nfalse positiv
calate case to site IR manager. SOC ang
provide situational information for decisig

making.

Once it has been ascertained that suffici
evidence has beerpllectedfor forensics,
the devicewill be isolated or disconnecte
from the network

SOC analyst should provide recommen
tions to the site IR manager based on S
tool findings. SOC analyst must understg
site processes, component roles in prog
and how componentorking.

A report to the authorities is being prepat

SOC analyst collect forensic informatig
from SOC tools for later needs

Describe findings to work ticket

SOC specialist support site IR team. By
ness / IR manager lead and make decisi

6.3 Attacker perform port scanning

The dtacker is stillon theOT network andunningport scanningand trying

to capture data packets containing sensitive information such as password,
account information etd@.hisactivity provides thattackeithe understnding

of theOT networkandits assets
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Next table4 describe how ifferent skilled SOC analyst would act:

IT SOC Analyst actions

OT SOC analystactions

Find out if this is either a false or a tr

alarm Mo st of al ar ms

Some OTprotocols can act like someotr
performing port scanning. First step is fi
out what is the asset and is asset act sin
way in history? Asset should find fro
CMDB or call to site engineers, if device
not added in CMDB

Analyze is device physical eirtual asset
Looking example CMDB(exampleassets

and | Pds)

Next step is find out are there traffic fro
site to Internet. Site engineers need find
are some new processes started in asse

Most important is identify where device i
Whatnetwork? What switch? Identify wh:
is MAC addresstentify from DHCP and
AD log.

| f
identify is attack manmade of malware.

case is fAreal d

Determines if the device has been comn
nicated to another device? Find out {
chain of attackand attack surfacelry to
analyze what scanning activities asset [
form

SOC need to find out attack vector and
port it to site / IR management

Once it has been ascertained that suffic
evidence has beerpllectedfor forensics,
the devie will be isolated or disconnecte
from the network In this case isolation i
most important preventive actigaxample
using FW blockor EDR if installed in de-
vice)

If the criteria and operating instructions f
the SOC have been created in advance
SOC analyst can switch off the netwqg
communication as agreed with the busin
/ Site(s)and scenario described in IR pla
book

A report to the authorities is being prepar
Describefindings to work ticket

Business / Site manage IR case dedide
action based on existing risks. SOC o
provides situational and forensic infg

mation

6.4 Attacker exploit PLC

The attacker aims toxploit site PLC and as sucimpact theindustrial oper-

ation resulted in breakdowns of control system components or even entire
site. Afterthe learning phasethe attacker know how toinfluence thepro-
cesses andow to cause thsite operationdo lose control of process
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Next table5 describehow dfferent skilled SOC analystvill act:

IT SOC Analyst actions

OT SOC analystactions

Difficult case because PLC and ModB
protocols are not familiar. Not familiar
what are roles iprocesses and sites.

The OT SOC Analyst must be ableiden-
tify situations that are anomalous. For ¢
ample, how the operation of a PLC h
changed. Where has been attacked u
OT tools and logs to understand the r
cause.

Ask from OT specidist help and more in
formation about PLC and ModBuRepeat
of the procedure like in previous cases (||
cate the device, isolate and secure the fo
sics).Isolation is prio 1

The SOC is not really able to do anythi
other than provide situational informatig
and support for the necessary actions at|
site. This isdue to the fact that the sites

not have the necessary modern cyber tq
like IT have and, for example, the site asg
cannot be isolated from operatidecause
PLChas exploited, all activities effeptant

processefResponsibility and decision it &
ways in sites / businessot in SOC.

Investigate hovean install example EDR i
device If remote installation not possibl¢
then use memory stickake memory data
dumps, no shut down device becaloses-

ing devicememory informationinvestigate
is attacker install backdoors

The businesétsiteneeds help resolving th
open incident Such asfi Wat should beg
done in the current situati@non, Wat are
the predocumented limit valuefom IR-

playbookfor the safeoperation of thede-

vice and proce8s@ndfiwWhether the SOC
considers it safe to continue operating?"

Write findings in ticketSOC support restg
ration team and provide situational and |
rensic information

The SOC Analyst must be able to sped
common language with siteengineers
Knowledge of the local language is also
ten very importanbecause site enginee
Al T

not under st and

26



Key findings and development needs

7 Key findings and development
needs

7.1 Incident response (IR) processes

It is very common for the IT IR process fimlow with the NISTComputer
security incident responsehile the OT IRcommonlyused for SANSndus-
trial Cyber incident response proceé#though the IT and OT incident re-
sponse processes are different, bathhgtve manysimilar actions

The following table6 combines theéasks andgimilarities between thNIST
andSANSIR procesesactions

NIST Computer security incident | SANS Industrial Cyber incident

response IT IR Process response processOT IR Process
1 Preparation 1 Preparation & Planning
1 Detection & analysis 1 Integrated Detection and Identificatic

9 Evidence Acquisition
9 Time Critical Analysis

1 Containment, Eradication, and Recq § Containment Considering Safety

ery 9 Eradication, Recovery Considerir
Safety
1 PostEvent Activity 9 Lessons Learned

1 Information Sharing

In real life cne major difference between the IT and OT IR process is the
preparation that is highlighted in the OT IR proc€B34R cancompletemany

tasks on a logical level. This means that people do not have to go on site but
actionscan do remotely using moderrots like EDR.
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In the OT IR processll tasks ar@otdone orlogical level operation and not

all the necessary tasks can be done completely remotely. Some of the IT IR
team may be remote but some need to be onfsitexample of this is the

OT IR process eviden@equisition phase of taking memory dumps. In IT IR
forensic data is obtained through modern cyber tools and using remote con-
nectionswhereOT cyber tools often fail to obtathis andit needto be done
locally on the siteThe OT IR responsenay be even moreomplicated if the
systenmaintenance is outsoced and the responsibilities with gieevendor

are not precisely agreed in the contract and instructions.

In the preparationphaseit is extremely important to agree exactly who is
making the decisions to stop the site processes, who is taking actibe
site,whois included inthe IR team, and what opportunities the SOC has to
support in the IR process. This is especially emphasized in OT preparation
because there aretrtbe same capabilities as in IT.

Secondsignificant difference is that the OT IR process focus on safety. Op-
erations and decisions seek to avoid causing harm to people, the environment
and the physical process of the facility itséff.for example, in the Time
Critical analysis step of the OT IR process, it is determined that the malware
does not pose any dargto the plant's process or the environment or to hu-
mans, it can removedlring nextsite maintenancérake

The third major difference is the OT IR process of Information Sharing where
sharing key takeaways from incidents are shared by the communipearsl

in the sector. This is also being done through the IT IR process, but it is still
very rare to report a widespread cyber inciderthe communitynlessit is
mandatory.

7.2 SOC analyst skills

Based on interviewandthe analysign chapted, differences between IT and
OT operationfirst minimumessential skilfor SOCanalystis understand OT
processes on good leyednow what are differerdassetoles in OTsite oper-
ation and processesdwhichassets are criticab the procesExamplevhat
is theOT processsdoing and produng andhowtheasset areelatedto this
proceses A SOC analyst must hatke understandingn whatnormal and

28



Key findings and development needs

unnormal behaviais for a OT assehecausghisis the key to identify cyber
attack in early phases aad suctsupportthe site engineers during OT inci-
dent response proce3seSOCanalyst should also understand the criticality
of the different OT assets for tlsite process. For example, whatybe-
attackin a specificPLC means fothewhole OT processand what can be
damages.

Secondninimumessential skillsor SOC analyst isapability tomonitor OT
environmentalerts communicatelerts forwardto named site engineers as
playbook describeprovide situatimal information from SOC to OT sfi®
teamsand speak same terms and langutdige site engineers understand.
Based on interviews chapter 6 example IT terms are not familiar many
times to OT site engineers and vice vefga if personareusing nonnative
language for communication, this can makeperatioreven mordlifficult,
misunderstandingicrease time toasole case and caussame timedissat-
isfactionto other's actions

Third minimumessential skillsor SOC analyst is understaddferentasset

roles in OT IR process amubssibilitiesto identify and mitigate cyber threats

in OT environmentdn IT environmenthe normal procedre isoften toiso-

late the infectedassetandremoveit from IT operationb ut i n OT t hi s
usuallybe used as containmenimethod In the case &0OC analystvould
isolateanOT asset without understaing what he/shés doing, it could jeop-

ardize thecontrol of theOT processvhich can result iproductionloss or in

damagng thefacility. Evenworst case scenario this can impthe safety of
humanlives.
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8 Conclusions

Safety and availability of the production procese clearfocusfor control
systemsThe cyber security impact @@ T systemswvhich controlthe physical

world couldcausephysical damage, safety implicatiomsenvironmental im-

pacts OT uselot a legacy systems and devidhat may not be suitable for
patching or firmware updates, or that are only available for patching or firm-
ware updates to internal operating systems at infrequent timemique
computer systems with industrial and piieary protocoland urposebuilt
operating systems many traditional security defenses are not effective or ap-
plicable. Therefore, SOC Analyst is very important to learn about the pro-
cesses, technologies and their specialties in the OT environment.

Especally for OT IR, the importance of prplanning in advance is empha-
sized It is really important create IR playbooks, updated CDMB information
and agree different IR roles before real incident occtins.IR role of the
SOCanalyst in the OT is smatiompaed to the T. One of the most important
tasks is to monitoDT environmentshareinformation and situational aware-
ness to the OT IR teaand site enginesrBut dedicatedR response team
andOT busines®rganizatiormake most of remediation actions atiddeci-
sions.

During this project work, | realized much more deeply how well OT SOC
analyss needs taunderstanagbout OT business processes and related com-
ponent criticality as well as the role in the process before he/she can be a
valuable asset dDT site IR processs What thesite process produces must

be understand wetbo. In OT environmentgreventativeactions cannot be
performin the same way as in IT environments and the same openatg

setdo not work.Even cyber security services cannot be provided with the
same processes and methods in OT as in IT due to the nature of the operating
environment
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Conclusions

OT Cyber security threats anmecreasing across the glaéhe right skills of

SOC analysts and an understanding of the possibilities and limitations of the
OT environment can save a company from major daswaigeven loss of life
during cyber attacks.
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OT test environment components

1 HMI and Engineering Workstatidim Virtual Machines)
[172.16.192.10]

OT Network Montoring tool [172.16.192.100]
PLC[172.16.192.30]

Managementor OT NW monitoring[172.16.192.101]
AttackerdeviceKali Linux [172.16.192.20D

Protocol : ModBus

E

172.16.192.10 172.16.192.100

Human h_t'tmsg::3 OT Network
Machine p Monitering too

ModbusInterface

502 (HMI)
172.16.192.200
172.16.152.30 !(all
Modbus | 172.16.122.101 Linux
https
=3 ———
o [
Traffic Management
lights for monitoring
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Picture6: Devicesn test environment

Action 1: Loading controlling logic from HMI to PLC

First action is load logicontrol traffic lightsfrom HMI to PLC.

Example-RPl-Xroad.exec.mdl - RexDraw - [Example-RPI-Xroad-task *]

CybatiWorks™
Control of traffic lights on a crossroad

HMI is ready tomanagePLC now
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File Edit View Go Bookmarks Help
Bookmarks £ Faliama T Oackban o

CYBATI Traffic nght ModbusTCP

CvYBATI m m

Traffic Light

Control Panel

°l‘llll|l‘

fa)

Force N-5 Intersection (Main)

2 @ @ | 0O

Force E-W Intersection (Side)

— — -

Avomatc | [

@ Z

coggE U D

Project

5 Cybatiworks- L Ignition Start 1y yDatiWorks-1 Zenmap
* CybatiWorks-1 Installer

@ CybatiWorks-1 iTale Cliant “CybatiWorks-1 Traffic HMI/OPC" selected (240 bytes)

Picture8: Traffic light controlling software

OT Network Monitoring toolis in fitraining mode for learningnormal OT
operation In training modeve teach monitoring systewhat area right as-
setsand behawr in OT environment. This includessets, protocols, opera-
tive commands et@ll devicesarein network[172.16.192.0/24]
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Picture9 : OT Nawork monitoringtool dashboard

Action 2: Set OT Network Monitoring tool from Training to Oper-
ational mode

BeforeOT Network Monitoring tools set operational modiol fine uning
need tacomplete. Eamplegeneratealertin training modeshould becheck
andmarkii f a | s e algrt@isneddedMav OT Network Monitoring tool
is ready and knosnormd network traffic, devices, protots, used portsetc
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(baseline)in OT environmentAfter thislater on allunnormaldevicesand
unnormal behaviogenerate alerts

General

SYSTEM MODE

Currently the system is running under: ~ ¥ Operational Mode

Picturel0: OT Network Monitoring tootonfiguration toolbar

Action 3: Connecting Kali Linux in OT network [172.16.192.200].

Footold in OTenvironment an happe®xample:

A. OT environment egineering workstatioor HMI is connected direct
to internet Usually OT environmentlevices are old and vulnerable
and nothave propeprotection technologyJnwanted onnection can
happerexamplejf device are connectegrongly to WLAN what es-
tablish straight internet connectiamnisolated OT network firewalls
are configured wrong amdlesallow traffic between isolated network
and Internet)After that acneopportunityis installVirtual machineand
Ettercap softwaren exploited assefmanin-middle attack / APR
spoofing)and record and manipulate network trafficOT environ-
ment

B. Vulnerableremote accessonnection (SSH & VNCare in useand
attackeruse those weaknesses to penetratetwork Usually VNC
is used by vendor to manage OT devices via Internet.

If Attack techniques follows MITREATT&CK for ICS framework, this can
be technique a | | Al nternet Accessible DeviceoO under

In this case&Kali Linux connectioncauses an alarm on the OT network mon-
itoring tool (seescreenshabelow)
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Picturell: OT Network Monitoring tool alert after new asse¢ connedn
to OT network

Action 4: Performing port scanning

The attacker's goal is to gampactover the functions of the physical world
operationsln this casattacker want influentraffic light operationLearn-
ing more about O'EBrvironmentattacker use port scannimgvestigating OT
network and assets atrg to find critical components lik@LC.

In order to make ahiggestimpact, an attacker mukhow the environment
like protocols, network traffic, process and paramdieta/een different op-
erationsreally well Many timesattackersdownload information from OT
environment and build own test environmentthey own test environment
attackercan investigate, learn OT environment and practice atiatbre
complete real attackithouttherisk of getting caughd

If Attack techniques follows MITREATT&CK for ICS framework, this can
be technique call #ANetwork Sniffingo

Performing port scanningxampleusingnext commands in Kali Linux
-nmapi sV 172.16.192.0/24
-nmapi sV 172.16.192.30

In this case prt scanning causes an alarm on@ienetworkmonitoring tool
(see picturdoelow).
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