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Tiivistelma

Yritysjarjestelyt IT-sektorilla aiheuttavat merkittidvia tietoturva- ja tietosuo-
jahaasteita erityisesti kaupan jalkeisessd integraatiovaiheessa, jossa jarjestel-
mid, identiteetteja ja tietovirtoja yhdistetddn. Tutkimukset osoittavat, etti ky-
ber- ja tietosuojariskit realisoituvat usein vasta kaupan toteutumisen jélkeen,
kun perityt haavoittuvuudet, hajautettu valvonta, vanhat teknologiat ja epé-
selvidt vastuut tulevat esiin. Téssé tyOssi integraatiovaiheen riskeji tarkastel-
laan kirjallisuuskatsauksen, sddntelyanalyysin sekd Marriott-Starwood- ja
Yahoo-Verizon -tapaustutkimusten avulla. Tulokset osoittavat, ettd integraa-
tioon liittyvit epdonnistumiset ovat rakenteellisia ja liittyvét identiteetinhal-
linnan puutteisiin, ndkyvyyden heikkouteen, tekniseen velkaan, sdantelyris-
keihin ja hallinnolliseen epéselvyyteen. Ty0ssi esitetddn vaiheittainen integ-
raatiomalli, joka perustuu ISO 27001- ja ISO 31000 -standardeihin seka
GDPR- ja NIS2-vaatimuksiin. Malli tarjoaa rakenteellisen ldhestymistavan

tietoturvan ja tietosuojan hallintaan yritysjérjestelyiden integraatiovaiheessa.



Abstract

Mergers and acquisitions (M&A) in the IT sector create significant infor-
mation security and data protection challenges, particularly during the post-
acquisition integration phase when systems, identities, and data flows are
consolidated. Evidence indicates that cyber and privacy risks often material-
ise after closing, when inherited vulnerabilities, fragmented monitoring, leg-
acy technologies, and governance ambiguities become exposed. This thesis
examines integration-phase risks through a structured literature review, reg-
ulatory analysis, and comparative case studies of the Marriott-Starwood and
Yahoo-Verizon transactions. The findings demonstrate that integration fail-
ures are systemic and stem from identity misalignment, visibility gaps, inher-
ited technical debt, regulatory exposure, and governance transition risks.
Based on these insights, the thesis develops a phased integration model
grounded in ISO 27001, ISO 31000, GDPR, and NIS2 principles. The model
provides a structured framework for managing cybersecurity and privacy
risks throughout post-acquisition integration and supports organisations in

safeguarding transaction value.
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Introduction

1 Introduction

1.1 Background: Mergers and Acquisitions in the IT

Mergers and acquisitions (M&A) have become a central instrument for or-
ganisational growth, particularly in the IT sector, where competitive ad-
vantage is closely tied to technological capability, digital infrastructure, and
data assets. In many cases, acquisitions are driven by the need to obtain spe-
cialised expertise, proprietary platforms, customer ecosystems, or innovative
service portfolios. As digitalisation accelerates across industries, information
systems no longer function merely as support tools but constitute core com-
ponents of enterprise value. Consequently, integrating two technologically
complex organisations involves more than operational alignment; it requires

careful management of information security and data protection risk.

While traditional M&A research has emphasised financial valuation, strategic
fit, and cultural integration, cybersecurity has increasingly emerged as a ma-
terial concern in transaction contexts. Documented incidents have shown that
inherited vulnerabilities, fragmented monitoring systems, and legacy archi-
tectural dependencies can significantly affect post-acquisition stability and
even transaction value. Importantly, the financial burden associated with
identifying, remediating, and restructuring inherited systems may itself in-
crease business risk, as unanticipated repair costs can delay integration, strain
operational resources, and alter the anticipated economic benefits of the trans-
action. Empirical studies demonstrate that cybersecurity weaknesses can in-
fluence firm valuation and investor confidence (Campbell et al. 2003; Kamiya
et al. 2018), while broader governance research highlights the structural role
of cybersecurity risk in M&A outcomes (ECGI 2024). These findings suggest
that cyber risk is not peripheral but embedded within the transformation pro-

cess itself.
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Within the European regulatory environment, these challenges are intensified
by formal compliance obligations. The General Data Protection Regulation
(GDPR) requires organisations to ensure lawful processing and adequate
safeguards for personal data, even when organisational structures change
(ICO 2021). The NIS2 Directive further strengthens expectations regarding
cybersecurity governance, risk management, and leadership accountability
(ENISA 2023). In certain transaction scenarios, the regulatory status of the
acquiring organisation may change as a direct consequence of the acquisition.
For example, an acquiring company that was previously outside the scope of
NIS2 may become subject to its requirements by purchasing an entity classi-
fied as essential or important under the directive. In such cases, the transac-
tion does not merely transfer technical assets, but fundamentally alters the
organisation’s regulatory risk profile, governance obligations, and potential
liability exposure. Together, these frameworks mean that M&A integration is
not only a technical undertaking but also a governance and compliance-sen-

sitive process.

The M&A lifecycle typically proceeds through strategy development, target
identification, due diligence, signing, closing, and a post-closing transition
phase, which may involve either full organisational integration or structured
carve-out and separation of business units. Although cybersecurity consider-
ations increasingly form part of due diligence, practical experience and re-
search indicate that the most significant risks often materialise after closing,
when systems are actually combined (Deloitte 2024; WTW 2023). Due dili-
gence provides a partial view of the target’s security posture, but comprehen-
sive technical validation is rarely possible before operational integration be-
gins. As a result, inherited vulnerabilities frequently become visible only once

environments are connected.

Integration therefore represents a decisive moment in the transaction lifecy-
cle. It is during this period that identities are migrated, monitoring infrastruc-
tures are aligned, governance responsibilities are redefined, and data flows
are restructured. The structural complexity of merging heterogeneous digital
ecosystems creates temporary conditions in which exposure may increase.

Understanding this dynamic forms the foundation of the present study.
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1.1 Why focus on the Integration Phase

Although cybersecurity is now widely recognised as a component of M&A
risk assessment, much of the existing discussion centres on due diligence.
This emphasis, while understandable, risks overlooking the phase in which
risk is most likely to become operationally relevant. Due diligence is inher-
ently constrained by limited access to live systems, compressed timelines, and
reliance on documentation provided by the target (Deloitte 2024). It can iden-
tify governance weaknesses and known incidents, but it rarely uncovers

deeply embedded architectural flaws or undocumented dependencies.

By contrast, the integration phase introduces structural change. Systems that
were previously independent are connected; authentication mechanisms are
consolidated; and monitoring frameworks are reconfigured. These modifica-
tions alter the organisation’s risk profile in real time. Research on technolog-
ical integration shows that compatibility gaps and documentation deficiencies
significantly increase the likelihood of operational disruption and security
weakness (Zhao et al. 2023). In practice, integration often requires temporary

configurations that may weaken control maturity before it is restored.

Organisational factors further amplify this vulnerability. During early post-
acquisition stages, responsibility for inherited systems may not yet be clearly
allocated. Differences in security culture, documentation standards, and risk
appetite between the merging entities can delay harmonisation. Regulatory
obligations under GDPR and NIS2 remain in force throughout this transition
(ICO 2021; ENISA 2023), requiring organisations to maintain accountability

even as structures evolve.

High-profile cases reinforce this pattern. The Marriott-Starwood breach
demonstrates how inherited vulnerabilities can persist during integration
when monitoring and governance alignment lag behind operational consoli-
dation (In re Marriott International, Inc. 2021). The Yahoo-Verizon acquisi-
tion illustrates how previously undisclosed cybersecurity weaknesses can ma-
terially influence transaction outcomes (U.S. Securities and Exchange Com-
mission 2018). Together, these cases suggest that integration deserves fo-

cused analytical attention.
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1.2 Acquisition Types and Their Impact on Integration

The configuration of a transaction has a direct influence on the complexity of
post-acquisition integration. In a full acquisition, the acquiring organisation
assumes control over the entire legal entity, including its technological infra-
structure, contractual obligations, data assets, and governance arrangements.
This creates clarity in terms of authority and ownership; however, it also
transfers full responsibility for legacy systems, embedded vulnerabilities, and
accumulated technical debt. As a result, integration requires a systematic as-
sessment of inherited architectures and alignment with the acquirer’s security
standards and operational practices, often within compressed timelines driven

by strategic objectives.

Carve-out transactions, by contrast, introduce a different form of structural
challenge. Rather than absorbing a complete organisation, the acquirer takes
over a defined segment - such as a business unit or product division—while
portions of the technological environment may remain shared with the seller.
In such cases, systems including identity directories, databases, middleware
components, and enterprise platforms may have been centrally managed
across organisational boundaries prior to the transaction. Effective separation
therefore demands detailed system mapping, identification of interdependen-
cies, and carefully staged implementation to avoid operational interruption or

residual access exposure.

Transitional Service Agreements (TSAs) are frequently used to maintain con-
tinuity during this period of disentanglement. While they can support stabil-
ity, they may also introduce temporary ambiguity regarding accountability
for cybersecurity controls, including monitoring, patch management, and in-
cident handling. Research on IT integration in mergers and acquisitions sug-
gests that high levels of system interconnection and poor documentation in-
crease the difficulty of consolidation and heighten the probability of integra-
tion-related risk (Wijnhoven et al. 2006; Henningsson & Carlsson 2011).
Where technical environments are tightly coupled and governance boundaries
are not clearly defined, both full acquisitions and carve-outs can expose the

acquiring organisation to elevated structural risk during the integration phase.
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These structural differences highlight that integration risk is not uniform
across transactions. Rather, it is shaped by the degree of architectural inter-
connection, the maturity of inherited systems, and the clarity of governance
boundaries. Recognising these distinctions is essential for designing a struc-

tured approach to secure integration.

1.3 Illlustrative Case Examples

The practical significance of cybersecurity risk in M&A transactions becomes
particularly clear when examining documented cases in which inherited
weaknesses materially affected post-acquisition outcomes. The Marriott-
Starwood breach and the Yahoo-Verizon acquisition provide two distinct but
complementary illustrations of how cyber risk can shape integration dynam-

ics and transaction value.

In the Marriott-Starwood case, Marriott International acquired Starwood Ho-
tels & Resorts Worldwide in 2016. At the time of closing, Starwood’s reser-
vation system had already been compromised by attackers for approximately
two years. The breach remained undetected until 2018, ultimately affecting
more than 380 million guest records (In re Marriott International, Inc. 2021).
The persistence of the compromise into the post-acquisition period highlights
the difficulty of achieving immediate visibility across inherited systems. Alt-
hough the breach originated prior to the acquisition, the integration phase ex-

posed weaknesses in monitoring alignment and governance consolidation.

The Yahoo-Verizon transaction presents a different manifestation of cyber
risk. Following Verizon’s agreement to acquire Yahoo’s core internet busi-
ness, previously undisclosed data breaches affecting billions of user accounts
became public. These disclosures altered the perceived risk profile of the
transaction and resulted in a renegotiated purchase price (U.S. Securities and
Exchange Commission 2018). In this case, cybersecurity weaknesses influ-
enced valuation and governance considerations directly, even before integra-
tion had fully progressed. Moreover, the consequences of such weaknesses
can be contractually far-reaching: depending on disclosure practices and rep-
resentations made during negotiation, liability may persist through indemni-
ties, regulatory enforcement, or post-closing claims, meaning that cybersecu-

rity risk does not necessarily dissipate with ownership transfer.
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Although the timing and consequences differ, both cases reveal structural
themes. Inherited vulnerabilities can persist beyond due diligence; visibility
into legacy environments may be incomplete; and governance mechanisms
may lag behind operational consolidation. These examples underscore that
cybersecurity risk in M&A is neither hypothetical nor peripheral. It is embed-

ded in the transformation process itself.

1.4 Research Problem and Objectives

The preceding discussion suggests a gap between awareness of cybersecurity
risk in M&A and structured governance during post-acquisition integration.
While due diligence frameworks have evolved to include cybersecurity as-
sessments, fewer studies address how inherited systems should be harmo-
nised securely once ownership transfers. Regulatory obligations remain in
force throughout integration, and yet organisations often prioritise opera-

tional continuity over systematic risk stabilisation.

The research problem addressed in this thesis can therefore be framed as fol-
lows: although cybersecurity is widely recognised as a material factor in mer-
gers and acquisitions, organisations lack a structured and standards-aligned
approach specifically tailored to managing information security and data pro-

tection risks during post-acquisition integration.

The objective of this study is to develop a phased integration model that trans-
lates theoretical governance principles and regulatory requirements into a co-
herent operational framework. Drawing on ISO/IEC 27001 and ISO 31000,
as well as GDPR and NIS2 obligations, the thesis seeks to bridge the gap
between conceptual risk awareness and structured integration practice. The
intention is not to propose a technical blueprint, but to articulate a govern-
ance-driven sequencing model that reduces exposure during organisational

transformation.

1.5 Research Questions

To address the identified research problem, the thesis is guided by two central

research questions.
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The first question seeks to clarify the nature of integration-phase exposure:

What are the key information security and privacy risks that arise during the

post-acquisition integration phase of IT-sector mergers and acquisitions?

This question focuses on identifying recurring patterns across academic liter-
ature, regulatory analysis, and documented case studies. The emphasis lies on
structural drivers of risk rather than isolated technical incidents. Inherited vul-
nerabilities, identity misalignment, monitoring fragmentation, governance
ambiguity, and regulatory exposure form the analytical lens through which

integration risk is examined.
The second research question moves from diagnosis to design:

How can the integration process be structured into practical and sequential
phases to ensure systematic management of information security and privacy

risks?

Here, the objective is to construct a model that aligns governance standards,
regulatory requirements, and empirical risk observations into a structured se-
quence of integration stages. The model is intended to provide a coherent
framework adaptable to varying acquisition types and organisational con-

texts.

Together, these questions establish a progression from risk identification to

structured mitigation.

1.6 Scope and Limitations

This thesis concentrates specifically on the post-acquisition integration phase
within IT-sector mergers and acquisitions. Earlier stages of the M&A lifecy-
cle, including strategic targeting and financial negotiation, are considered
only insofar as they influence integration risk. The analysis focuses on infor-
mation security and data protection governance, rather than on cultural inte-

gration, financial modelling, or strategic fit.



Introduction

The study adopts a qualitative approach based on academic literature, regula-
tory frameworks, and comparative case analysis. Two documented cases-the
Marriott-Starwood breach and the Yahoo-Verizon acquisition-provide empir-
ical grounding. While this approach enables structured analytical generalisa-
tion, it does not allow for statistical generalisation across all M&A transac-

tions.

The thesis does not incorporate primary interviews or proprietary organisa-
tional data. Instead, it relies exclusively on publicly accessible and verifiable
sources. Although this limits access to confidential operational detail, it en-
sures transparency and replicability. The proposed integration model there-
fore operates at the governance and structural level, rather than prescribing

specific technical implementation mechanisms.

Despite these limitations, the defined scope allows for focused examination
of integration-phase cybersecurity and data protection risk. By situating the
analysis within clearly articulated boundaries, the thesis aims to provide depth

of insight while maintaining methodological coherence.
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2 M&A and Integration Background

2.1 M&A Lifecycle overview

Mergers and acquisitions unfold through a sequence of stages that collec-
tively shape organisational transformation. Although terminology varies
slightly across disciplines, the lifecycle typically includes strategic planning,
target identification, due diligence, negotiation and signing, closing, and post-
acquisition integration. Each stage introduces distinct forms of uncertainty
and risk. From a cybersecurity and data protection perspective, however,

these risks do not distribute evenly across the lifecycle.

In the early strategic and target identification phases, cybersecurity consider-
ations tend to remain high-level. Organisations may assess the digital ma-
turity of potential targets or review publicly available breach histories, but
detailed technical validation is rarely possible at this point. Cyber risk is rec-

ognised as relevant, yet it remains largely conceptual.

The due diligence phase represents a more structured attempt to assess risk.
Increasingly, cyber due diligence includes review of security policies, inci-

dent records, compliance certifications, and governance documentation.

However, the depth of technical verification is often constrained by time, con-
fidentiality limitations, and restricted access to production systems (Deloitte
2024). As a result, due diligence may identify governance weaknesses or
known incidents, but it frequently fails to uncover deeply embedded architec-
tural vulnerabilities or undocumented legacy dependencies. Empirical re-
search suggests that cybersecurity weaknesses may remain hidden until inte-
gration activities expose them, particularly where pre-acquisition assessments
rely heavily on historical audits, certifications, and documentation rather than

comprehensive live-system validation (ECGI 2024).
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Legal closing marks the formal transfer of ownership, but it does not resolve
structural complexity. Rather, it initiates the most operationally sensitive
phase of the lifecycle: integration. During this stage, previously separate tech-
nical environments are connected. Networks are bridged, identity repositories
consolidated, monitoring infrastructures aligned, and data flows reconfig-
ured. These changes alter the organisation’s risk surface in fundamental ways.
In complex IT-sector transactions, this transitional phase may extend over 18
to 24 months, during which interim architectures and temporary governance
arrangements remain in place. The prolonged nature of this transition in-
creases the likelihood that structural vulnerabilities persist before full stabili-

sation is achieved.

Research on information systems integration indicates that compatibility
gaps, documentation deficiencies, and architectural heterogeneity signifi-
cantly influence integration outcomes (Zhao et al. 2023). When merging or-
ganisations rely on divergent authentication standards, logging mechanisms,
or system architectures, transitional misalignments are almost inevitable. In
practice, integration often introduces temporary configurations designed to
preserve operational continuity. While necessary, these transitional arrange-

ments can reduce control maturity and increase exposure.

Regulatory obligations remain active throughout this process. Under GDPR,
inherited personal data must continue to be processed lawfully and securely
(ICO 2021). The NIS2 Directive further reinforces leadership accountability
for cybersecurity governance (ENISA 2023). Compliance therefore cannot be
deferred until after technical consolidation is complete; it must accompany

integration in real time.

Taken together, the lifecycle perspective clarifies why integration deserves
focused attention. Earlier phases identify potential exposure, but it is during
integration that structural vulnerabilities either persist or are resolved. The act
of merging systems transforms theoretical risk into operational reality. Un-
derstanding this progression provides the contextual foundation for analysing
integration-phase cybersecurity and data protection challenges in greater
depth.

10
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Figure 1. Cybersecurity Risk Escalation Across the M&A Lifecycle

2.2 Information Security and Privacy Requirements in M&A

Information security and data protection considerations extend across the en-
tire M&A lifecycle, but their practical implications become most visible dur-
ing integration. Once ownership transfers, the acquiring organisation assumes
responsibility for inherited systems, data repositories, contractual relation-
ships, and compliance obligations. This transfer is not merely administrative.

It reshapes governance accountability, risk exposure, and regulatory liability.

From an information security standpoint, integration requires systematic
evaluation of inherited technical environments. Targets may operate legacy
applications, fragmented authentication mechanisms, or inconsistent patch
management processes. These inherited characteristics do not disappear at
closing; they become part of the acquirer’s operational reality. ISO/IEC
27001 provides a structured governance foundation for addressing such risks
by requiring asset identification, risk assessment, control implementation,
and ongoing monitoring (Kobayashi et al. 2020). During integration, these
principles support the harmonisation of access controls, logging practices,

and incident response procedures across merged environments.

Risk management during integration is inherently dynamic. As systems are
connected and data flows reconfigured, the organisation’s exposure profile
evolves. ISO 31000 emphasises continuous reassessment of risk in changing

operational contexts (EY 2023). This perspective is particularly relevant

11
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when temporary configurations or phased consolidations introduce transi-
tional vulnerabilities. Effective integration governance therefore depends on

iterative evaluation rather than one-time assessment.

Identity and access management (IAM) plays a central role in this process.
Merging organisations frequently operate separate identity repositories and
divergent privilege structures. During consolidation, temporary access rights
may be granted to facilitate migration or stabilisation. Without clear govern-
ance, such exceptions can persist beyond their intended duration. Academic
research highlights the importance of documentation quality and organisa-
tional alignment in mitigating integration-related vulnerabilities (Zhao et al.
2023). In practice, early harmonisation of IAM structures reduces the likeli-

hood of privilege sprawl and inconsistent authentication standards.

Monitoring and detection capabilities are equally critical. Integration often
requires alignment of logging pipelines and SIEM systems that were previ-
ously independent. Fragmented monitoring during transitional phases may
create blind spots in detection coverage. Industry analyses repeatedly observe
that threat actors exploit periods of organisational change when visibility is
reduced (WTW 2023). The implication is clear: monitoring alignment must

progress in parallel with system consolidation.

Data protection requirements introduce additional layers of complexity.
GDPR mandates that personal data be processed lawfully, transparently, and
securely, regardless of organisational change (ICO 2021). When integration
involves database consolidation or system migration, organisations must re-
assess lawful bases for processing and ensure that data minimisation princi-
ples are upheld. Inherited data sets may include outdated or redundant infor-
mation that no longer aligns with defined purposes. Structured data mapping

and validation are therefore essential components of integration governance.

Where integration creates new processing contexts-such as unified customer
analytics platforms or consolidated HR systems-Data Protection Impact As-
sessments (DPIAs) may be required. DPIAs provide a mechanism for antici-
pating and mitigating privacy risks before operational deployment. In this
sense, data protection governance must accompany technical transformation

rather than follow it.

12
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NIS2 further reinforces cybersecurity governance expectations by requiring
risk management measures, incident reporting capabilities, and leadership ac-
countability (ENISA 2023). During integration, organisations must maintain
compliance even while systems are in flux. The directive thus emphasises that
cybersecurity governance cannot be deferred until after consolidation is com-

plete.

Taken together, these security and privacy requirements demonstrate that in-
tegration is not solely a technical challenge. It is a governance-intensive pro-
cess requiring coordination between security, legal, compliance, and opera-
tional functions. Technical harmonisation, regulatory compliance, and risk
management must proceed simultaneously if inherited vulnerabilities are to

be stabilised effectively.

2.3 Common Integration Challenges in IT Acquisitions

Integration challenges in IT-sector acquisitions tend to follow recurring pat-
terns. Rather than arising from isolated technical errors, they typically reflect
deeper structural characteristics of how digital environments evolve over
time. Academic research, regulatory findings, and documented cases consist-
ently show that merging heterogeneous systems introduces predictable vul-
nerabilities (Zhao et al. 2023; ECGI 2024).

One persistent challenge is architectural incompatibility. Organisations rarely
operate uniform IT environments. Over time, they accumulate diverse oper-
ating systems, authentication protocols, database structures, cloud services,
and custom-built applications. These environments may function adequately
in isolation but become more complex when interconnected. Differences in
encryption standards, privilege models, or logging formats can complicate
harmonisation efforts. Research on information systems integration demon-
strates that structural compatibility and documentation quality significantly

influence the stability of post-merger consolidation (Zhao et al. 2023).

Importantly, architectural incompatibility is not confined to legacy or on-
premises environments. Even organisations operating within modern, cloud-
based infrastructures may exhibit substantial divergence beneath the surface.
Differences in identity federation models, network segmentation strategies,

API integrations, security configurations, and logging architectures can per-

13
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sist even when systems are built on the same cloud platform. The use of con-
temporary technology therefore does not eliminate structural complexity; it

merely alters its form.

Legacy infrastructure further complicates integration. Many organisations
rely on systems that were designed for earlier technological contexts and have
since accumulated technical debt. Such systems may lack modern authenti-
cation safeguards, encryption standards, or comprehensive monitoring capa-
bilities. During integration, these components are often retained temporarily
to preserve operational continuity. However, maintaining legacy systems
without immediate hardening increases the likelihood that pre-existing weak-
nesses remain exploitable. The Marriott-Starwood case illustrates how inher-
ited monitoring deficiencies can allow vulnerabilities to persist into the inte-

gration period (In re Marriott International, Inc. 2021).

Identity and access management (IAM) alignment represents a critical inte-
gration challenge in technology-intensive mergers. Acquiring and target or-
ganisations often maintain separate identity repositories, authentication
mechanisms, and privilege models prior to consolidation. Bringing these
structures together requires harmonising access policies, reconciling role def-
initions, and consolidating directory services without interrupting core busi-
ness processes. During transitional phases, temporary access rights may be
granted to facilitate migration activities or system stabilisation. If such per-
missions are not carefully governed and time-bound, they can inadvertently
broaden the attack surface and create persistent exposure. Research on post-
merger IT integration emphasises that misalignment between governance
structures and technical architectures increases integration complexity and
operational risk, particularly when coordination mechanisms are weak or doc-
umentation is incomplete (Wijnhoven et al. 2006; Baker & Niederman 2014).
In this context, fragmented oversight of identity governance can become a

structural vulnerability rather than a temporary inconvenience.

Monitoring and detection alignment also demand careful attention. Effective
cybersecurity governance depends on centralised visibility. Yet during inte-
gration, logging infrastructures may remain partially segregated or inconsist-
ently configured. Transitional network bridges and migration pathways may

lack full instrumentation. Industry analyses have observed that threat actors
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often exploit such periods of reduced visibility (WTW 2023). Without coor-
dinated monitoring consolidation, detection capability may be weakened pre-

cisely when system interdependencies are increasing.

Governance integration compounds these technical challenges. Following ac-
quisition, responsibilities for inherited systems must be clearly defined. Dif-
ferences in organisational culture, documentation practices, and change man-
agement procedures can delay alignment. Where accountability for vulnera-
bility remediation or incident response is ambiguous, risk mitigation may be
inconsistent. Academic literature on integration risk highlights the im-
portance of organisational coordination in achieving secure consolidation
(Zhao et al. 2023).

Data protection requirements intersect with these technical and governance
issues. Integration frequently involves merging databases, reconfiguring data
flows, and consolidating customer or employee records. Inherited data repos-
itories may be poorly documented or inconsistently classified. Under GDPR,
organisations must reassess lawful bases and ensure that data minimisation
principles are respected (ICO 2021). Failure to integrate privacy governance

into technical consolidation can result in regulatory exposure.

Time pressure adds another layer of complexity. M&A transactions are often
driven by expectations of rapid synergy realisation. Integration timelines may
therefore prioritise operational continuity over structured risk mitigation.
Temporary solutions introduced to facilitate consolidation can persist longer
than intended. Over time, these provisional measures may become embedded
within the merged environment, creating latent vulnerabilities (Grant
Thornton 2021).

These recurring challenges reinforce the argument that integration risk is
structural rather than accidental. The combination of architectural heteroge-
neity, legacy dependency, identity misalignment, monitoring fragmentation,
governance transition, and regulatory pressure creates conditions in which

vulnerabilities are likely to surface unless systematically addressed.

2.4 Special Challenges in Carve-Out Transactions

Carve-out transactions create integration dynamics that differ substantially

from those encountered in full acquisitions. In a carve-out, only a defined
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segment of the organisation - such as a division, product portfolio, or subsid-
iary - is transferred to the acquiring entity, while other parts of the enterprise
remain under the seller’s control. This partial transfer often means that tech-
nical infrastructure, data repositories, and governance processes have histor-
ically operated across organisational boundaries. As a result, separation must

precede or occur in parallel with integration, increasing structural complexity.

Unlike full acquisitions, where ownership and system control are transferred
in entirety, carve-outs frequently involve shared platforms and centrally man-
aged services. Identity directories, enterprise systems, databases, and cloud-
based environments may support both the divested unit and the retained busi-
ness. Disentangling these shared assets requires systematic mapping of inter-
dependencies and deliberate sequencing of separation activities to avoid op-
erational disruption. The process is rarely straightforward, particularly where
documentation is incomplete or where historical system ownership is ambig-

uous.

Transitional Service Agreements (TSAs) are commonly employed to ensure
continuity during the separation period. While TSAs can provide short-term
operational stability, they may also introduce temporary uncertainty regard-
ing accountability for cybersecurity controls. Responsibilities related to ac-
cess management, monitoring, patching, and incident response may be dis-
tributed between buyer and seller, increasing coordination demands and the

potential for oversight gaps.

Research on post-merger IT integration highlights that tightly coupled system
architectures and high degrees of technical interdependence significantly in-
crease integration difficulty and risk exposure (Wijnhoven et al. 2006;
Alaranta & Henningsson 2008). Where system components are deeply inte-
grated and poorly documented, separation and consolidation become more
resource-intensive and error-prone. In carve-out contexts, these structural
conditions can elevate cybersecurity and data protection risks, particularly
during transitional phases when governance boundaries are still being rede-
fined.

Identity governance is particularly sensitive in carve-out contexts. Where au-

thentication systems were previously centralised, separating user directories
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and privilege structures demands rigorous control. Access rights must be re-
viewed, revoked where necessary, and reassigned under the acquiring organ-
isation’s governance model. Failure to properly complete this process may
leave overlapping access permissions active across organisational bounda-

ries, increasing exposure for both parties.

Data separation presents an additional layer of complexity. Shared databases
may contain personal data relating to multiple business units or jurisdictions.
Extracting only the relevant data for transfer requires accurate classification
and validation processes. Under GDPR, organisations must ensure that trans-
ferred data is limited to what is necessary and processed under a lawful basis
(ICO 2021). In practice, incomplete data mapping or inconsistent recordkeep-

ing can create uncertainty regarding the scope of transferred information.

Transitional Service Agreements (TSAs) often accompany carve-out transac-
tions. Under these agreements, the seller may continue to provide IT services
or infrastructure support for a defined period after closing. While TSAs can
facilitate operational continuity, they also create overlapping governance
zones. Accountability for patch management, monitoring, and incident re-
sponse may be distributed between buyer and seller. Where security standards
differ, inconsistent control maturity may persist during the transitional phase.
Industry analysis highlights governance ambiguity during TSA periods as a
recurring integration risk factor (WTW 2023).

Vendor relationships further complicate carve-outs. Software licences, cloud
service agreements, and managed security services may initially remain under
the seller’s contractual framework. The acquiring organisation must renego-
tiate or establish independent arrangements, often within constrained time-
lines. During this period, the carved-out entity may rely on infrastructure not
yet fully aligned with its future governance baseline. NIS2 emphasises the
importance of supply chain risk management and leadership accountability in
such scenarios (ENISA 2023).

Operational pressure intensifies these challenges. Carve-outs are frequently
driven by strategic or financial objectives that impose strict timelines. Busi-
ness continuity must be preserved while separation and integration activities

occur simultaneously. Temporary configurations introduced to enable this
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transition-such as shared network connections or provisional access rights-

may create unintended vulnerabilities if not governed carefully.

In contrast to full acquisitions, where risk largely arises from inherited tech-
nical debt, carve-outs require simultaneous separation and integration. This
dual process increases structural complexity and amplifies the need for disci-
plined governance. The specific challenges associated with carve-outs rein-
force the broader argument of this thesis: integration risk is shaped not only
by technical vulnerabilities but also by structural and organisational design

choices inherent in the transaction itself.

2.5 Why Integration Failures Are Common

Despite increasing awareness of cybersecurity and data protection risks in
mergers and acquisitions, integration failures continue to occur with notable
regularity. The persistence of these failures suggests that they are not simply
the result of isolated technical misjudgements, but rather reflect recurring
structural dynamics inherent in post-acquisition transformation. Academic re-
search, regulatory observations, and documented case evidence collectively
indicate that integration-related vulnerabilities arise from predictable interac-
tions between technical complexity, organisational transition, and strategic
pressure (ECGI 2024; Zhao et al. 2023).

One contributing factor is the inherent limitation of pre-acquisition due dili-
gence. Although cyber due diligence practices have matured, they remain
constrained by limited access to live environments, time pressure, and reli-
ance on documentation supplied by the target (Deloitte 2024). Deep architec-
tural analysis, comprehensive privilege audits, and full system validation are
rarely feasible prior to closing. As a result, vulnerabilities embedded in legacy
systems may only become visible once integration connects environments op-
erationally. The Yahoo-Verizon case illustrates how historical cybersecurity
weaknesses can materially influence transaction outcomes when disclosed
during or after negotiation (U.S. Securities and Exchange Commission 2018).
Similarly, the Marriott-Starwood breach demonstrates that inherited weak-
nesses may persist undetected into the integration phase (In re Marriott Inter-
national, Inc. 2021).
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Architectural heterogeneity further complicates integration. Organisations
accumulate diverse technologies over time, often shaped by evolving busi-
ness requirements, acquisitions, and outsourcing arrangements. When such
environments are merged, inconsistencies in authentication protocols, en-
cryption standards, or logging mechanisms may become apparent. Research
indicates that integration risk increases when system compatibility is low and
when documentation is incomplete (Zhao et al. 2023). Without deliberate se-
quencing and harmonisation, these mismatches can weaken control maturity

during transitional stages.

Monitoring gaps represent another recurring source of vulnerability. Integra-
tion frequently involves phased consolidation of logging and detection infra-
structures. Until monitoring systems are unified, visibility may be fragmented
across environments. Transitional network connections or temporary config-
urations may lack comprehensive instrumentation. Industry analyses consist-
ently note that threat actors exploit periods of organisational change when
detection capabilities are in flux (WTW 2023). However, reduced visibility
is not the only risk. Misaligned or partially integrated monitoring infrastruc-
tures may also generate excessive or poorly calibrated alert volumes, creating
noise that obscures genuine malicious activity. In such cases, detection capa-
bility deteriorates not only because of blind spots, but because signal quality
is degraded. The recurrence of these patterns suggests that monitoring align-

ment and calibration should be prioritised early in integration planning.

Governance ambiguity also contributes to integration failures. Following ac-
quisition, responsibility for inherited systems must be clearly allocated. Dif-
ferences in organisational culture, documentation practices, and reporting
structures can delay alignment. If accountability for patch management, vul-
nerability remediation, or incident response is unclear, risk mitigation may be
inconsistent or delayed. Academic research highlights organisational coordi-
nation as a determinant of integration success, particularly where security ma-
turity differs between merging entities (Zhao et al. 2023). Importantly, gov-
ernance in this context extends beyond formal management structures or doc-
umented control frameworks. It also concerns operational leadership and de-
cision authority: who ultimately directs security priorities and assumes re-
sponsibility during transitional phases. In practical terms, parallel leadership
structures - such as dual security heads operating without unified mandate -

can create hesitation, duplicated effort, or strategic drift. Effective integration
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therefore requires not only structural alignment but also clear organisational

consolidation of authority.

Regulatory obligations intensify these challenges. GDPR requires that per-
sonal data processing remain lawful and secure throughout organisational
change (ICO 2021). NIS2 reinforces leadership accountability and structured
risk management requirements (ENISA 2023). During integration, organisa-
tions must maintain compliance even as technical and governance structures
evolve. Failure to synchronise technical consolidation with regulatory over-

sight can result in enforcement exposure.

Strategic urgency adds another dimension. M&A transactions are frequently
driven by expectations of rapid synergy realisation. Integration timelines may
therefore prioritise operational consolidation over comprehensive risk assess-
ment. Temporary measures introduced to expedite system alignment may re-
main in place longer than anticipated, embedding vulnerabilities within the

merged environment (Grant Thornton 2021).

Taken together, these factors explain why integration failures recur across
industries and transaction types. The convergence of technical heterogeneity,
governance transition, monitoring realignment, regulatory complexity, and
time pressure creates conditions in which vulnerabilities are likely to emerge
unless integration is managed through structured and phased governance.
This recognition reinforces the need for a systematic approach to integration

risk mitigation.

2.6 Cybersecurity and Valuation in M&A

Beyond operational disruption and regulatory exposure, cybersecurity risk
can also influence firm valuation in mergers and acquisitions. Empirical fi-
nancial research has shown that publicly disclosed data breaches are often
followed by statistically significant negative abnormal stock returns, suggest-
ing that markets interpret cybersecurity failures as indicators of elevated risk
and potential future costs (Campbell et al. 2003; Kamiya et al. 2018). These
reactions reflect reassessments of expected cash flows, legal liabilities, and
reputational damage. In this sense, cybersecurity posture becomes economi-

cally material information within acquisition contexts.
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At the same time, the financial impact of cybersecurity appears to be asym-
metric. While breaches and security failures tend to reduce firm value, there
is limited evidence that strong cybersecurity capabilities generate equivalent
valuation premiums (Gordon et al. 2011). This pattern suggests that cyberse-
curity functions primarily as a risk containment mechanism rather than a di-
rect source of additional value. For acquiring organisations, cyber maturity
may therefore serve less as a competitive differentiator and more as a safe-

guard against downside exposure.

In practice, cybersecurity considerations are often incorporated into transac-
tion structuring rather than reflected directly in headline valuation multiples.
Parties may address identified cyber risks through indemnification clauses,
escrow arrangements, purchase price adjustments, or specific remediation
commitments. These mechanisms acknowledge that inherited vulnerabilities
represent contingent liabilities that may materialise after closing. The Yahoo-
Verizon case illustrates this dynamic: previously undisclosed breaches led to
renegotiation of the acquisition price and regulatory consequences, demon-
strating how cybersecurity governance can influence transaction terms (U.S.

Securities and Exchange Commission 2018).

These valuation dynamics complement the broader argument advanced in this
thesis. While financial markets may respond to disclosed cybersecurity weak-
nesses, the more enduring exposure arises during post-acquisition integration,
when inherited systems are operationally consolidated and governance re-
sponsibilities are redefined. In this context, cybersecurity risk is not confined
to valuation effects but becomes embedded within organisational transfor-
mation itself. Structured integration governance, supported by phased risk
management, is therefore essential not only for regulatory compliance but

also for preserving transaction value and long-term organisational resilience.
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3 Theoretical and Conceptual Fra-
mework

The analysis of cybersecurity and data protection risks in post-acquisition in-
tegration requires a structured conceptual foundation. Integration does not oc-
cur in a vacuum; it unfolds within established governance frameworks, regu-
latory obligations, and organisational risk management structures. To under-
stand why cybersecurity risks intensify during M&A integration-and how
they can be systematically mitigated-it is necessary to draw on established
standards, regulatory instruments, and scholarly research on technological in-

tegration.

Cybersecurity exposure during integration emerges at the intersection of tech-
nical consolidation, governance transition, and regulatory accountability. As
previously discussed, merging organisations must align identity systems,
monitoring infrastructures, data processing activities, and oversight mecha-
nisms. These processes are shaped by internationally recognised information
security and risk management frameworks, most notably ISO/IEC 27001 and
ISO 31000. Together, these standards provide principles for structured risk

assessment, control alignment, accountability, and continuous improvement.

Regulatory requirements further define the boundaries within which integra-
tion must take place. The General Data Protection Regulation (GDPR) estab-
lishes obligations for lawful processing, transparency, and security of per-
sonal data (ICO 2021). The NIS2 Directive reinforces leadership accounta-
bility and mandates structured cybersecurity risk management for essential
and important entities (ENISA 2023). These frameworks do not merely im-
pose compliance requirements; they influence how organisations prioritise

and sequence integration activities.
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In parallel, academic research on technological M&A and information sys-
tems integration provides insight into structural vulnerability patterns. Stud-
ies highlight the importance of architectural compatibility, documentation
quality, organisational alignment, and inherited technical debt in shaping in-
tegration outcomes (Zhao et al. 2023). Empirical financial research further
demonstrates that cybersecurity weaknesses can materially affect acquisition
outcomes and firm value (Campbell et al. 2003; Kamiya et al. 2018; ECGI
2024). These findings reinforce the view that cybersecurity risk in M&A is

not episodic but structurally embedded.

This chapter brings these perspectives together to form a coherent analytical
lens. ISO-based governance principles provide a control-oriented foundation;
ISO 31000 contributes a dynamic risk management perspective; GDPR and
NIS2 establish regulatory accountability; and academic research clarifies re-
curring integration risk drivers. Collectively, these frameworks support the
identification of integration-phase vulnerabilities and provide the conceptual

basis for the phased integration model developed later in this thesis.

3.1 The ISO/IEC 27001 Information Security Management Sys-
tem Framework

ISO/IEC 27001 is widely recognised as the leading international standard for
information security management. Rather than prescribing isolated technical
controls, it establishes a structured management system built around risk
identification, control implementation, documentation, and continuous im-
provement. In the context of mergers and acquisitions, particularly during
post-acquisition integration, [ISO 27001 provides a governance-oriented foun-
dation for aligning security practices across previously independent organi-

sations.

At its core, the standard requires organisations to identify their information
assets, assess associated risks, implement appropriate controls, and regularly
review the effectiveness of those controls. This structured approach is espe-
cially relevant during integration, when inherited systems and data environ-
ments must be assessed under new governance conditions. Integration re-
shapes risk boundaries: systems are connected, identities are migrated, and

monitoring frameworks are consolidated. Applying ISO 27001 principles in
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this environment supports systematic evaluation rather than reactive remedi-
ation (Kobayashi et al. 2020).

A defining characteristic of ISO 27001 is its emphasis on risk-based thinking.
Controls are not implemented in isolation but selected and prioritised based
on identified risk exposure. During integration, the organisation’s risk profile
evolves rapidly. Legacy systems that once operated within contained envi-
ronments may become interconnected with broader infrastructure, altering
their threat exposure. The requirement for structured risk assessment there-
fore becomes critical in identifying which inherited components require im-
mediate stabilisation and which can be addressed through phased consolida-

tion.

Annex A of ISO 27001 further reinforces its applicability to integration con-
texts. The control domains include access management, cryptography, log-
ging and monitoring, supplier governance, change management, and incident
response. These areas correspond directly to the recurring vulnerabilities
identified in the empirical case studies. Judicial findings in the Marriott data
breach litigation indicate that monitoring and access control deficiencies con-
tributed to prolonged compromise (In re Marriott International, Inc. 2021).
Systematic application of Annex A controls during integration could mitigate
such exposure by enforcing early harmonisation of authentication, logging,

and oversight mechanisms.

Supplier governance under ISO 27001 is equally relevant. Acquiring organi-
sations often inherit third-party relationships, including cloud service provid-
ers and managed security services. The standard requires formal assessment
and ongoing monitoring of supplier risk. In integration scenarios, this means
evaluating whether inherited contractual arrangements align with the acquir-

ing organisation’s security baseline and regulatory obligations.

Another important dimension of ISO 27001 is leadership involvement. The
standard requires top management to demonstrate commitment to infor-
mation security governance and allocate appropriate resources. This aligns
closely with the accountability emphasis found in the NIS2 Directive (ENISA
2023). During M&A integration, visible leadership engagement helps ensure

that security harmonisation is prioritised alongside operational consolidation.
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It is important to recognise that ISO 27001 does not provide transaction-spe-
cific instructions. The standard outlines governance principles but does not
prescribe how integration should be sequenced. For this reason, ISO 27001
serves in this thesis as a structural backbone rather than a procedural blue-
print. Its value lies in offering a consistent control framework upon which a

phased integration model can be constructed.

In summary, ISO/IEC 27001 contributes three key elements to the conceptual
framework of this study: structured risk assessment, systematic control align-
ment, and governance accountability. These principles provide the foundation
for understanding how integration-phase cybersecurity risks can be identified

and mitigated within a disciplined management structure.

3.2 The ISO 31000 Risk Management Framework

ISO 31000 provides a broader perspective on organisational risk management
that complements the information security focus of ISO/IEC 27001. While
ISO 27001 concentrates specifically on information security governance, ISO
31000 offers principles applicable to enterprise-wide risk management. In the
context of mergers and acquisitions, this broader lens is particularly valuable
because integration affects not only technical systems but also strategic, op-

erational, financial, and compliance dimensions of risk.

A defining feature of post-acquisition integration is that risk conditions
evolve over time. Unlike steady-state operations, integration introduces
phased structural changes: networks are interconnected, data repositories
consolidated, governance roles redefined, and operational processes aligned.
ISO 31000 emphasises that risk management should be iterative and respon-
sive to changes in context. This principle is directly applicable to integration
environments, where exposure may fluctuate as transitional configurations

are introduced and subsequently stabilised (EY 2023).

The standard begins with establishing organisational context. In an M&A set-
ting, context includes inherited technical architecture, existing compliance
posture, leadership accountability, and stakeholder expectations. The acquir-

ing organisation must understand not only the target’s technical landscape but
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also its historical governance practices and risk culture. Without this contex-
tual awareness, risk assessment may overlook latent vulnerabilities embedded

in legacy systems.

ISO 31000 distinguishes between risk identification, analysis, and evaluation.
During integration, identification involves mapping inherited assets, recog-
nising architectural dependencies, and understanding how system intercon-
nections alter threat exposure. Analysis then considers the likelihood and po-
tential impact of vulnerabilities under the new organisational configuration.
For instance, an authentication mechanism that posed limited risk in a
standalone environment may become significantly more exposed once con-
nected to a broader enterprise network. Evaluation determines which risks
require immediate intervention and which can be addressed through phased

consolidation.

Continuous monitoring and review form another core component of ISO
31000. Integration is not a single event but a progression of technical and
organisational adjustments. As systems are migrated and governance struc-
tures aligned, new risks may emerge. ISO 31000’s cyclical approach supports
ongoing reassessment rather than static evaluation. This dynamic perspective
is particularly important in preventing transitional vulnerabilities from be-

coming embedded within the merged environment.

Communication and consultation constitute central elements of the ISO
31000 risk management framework. In the context of post-acquisition inte-
gration, risk governance extends beyond technical system alignment and re-
quires coordinated action across IT, information security, legal, compliance,
and executive leadership functions. The consolidation of technological envi-
ronments frequently exposes differences in governance maturity, reporting
structures, and decision-making practices. Research on post-merger IS inte-
gration indicates that integration difficulties often arise from misalignment
between organisational units and unclear accountability structures rather than
from technical incompatibility alone (Henningsson & Carlsson 2011; Baker
& Niederman 2014). Effective communication mechanisms and clearly de-
fined coordination processes are therefore essential to maintain responsibility
clarity, align risk assessments, and ensure consistent application of security

controls throughout the integration lifecycle.
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Unlike ISO 27001, which focuses on specific security domains, ISO 31000
situates cybersecurity risk within the broader organisational risk landscape.
In M&A transactions, cybersecurity interacts with financial valuation, regu-
latory liability, operational continuity, and reputational considerations. Em-
pirical research indicates that cybersecurity incidents can influence acquisi-
tion pricing and market perception (ECGI 2024). By incorporating ISO 31000
principles, integration governance can account for these interconnected risk

dimensions.

In this thesis, ISO 31000 provides the conceptual framework for treating in-
tegration as a dynamic risk environment. When combined with the control-
oriented structure of ISO 27001, it enables the development of a phased
model that aligns technical harmonisation with ongoing risk assessment and

governance accountability.

3.3 GDPR and Data Protection Requirements in M&A Integra-
tion

The General Data Protection Regulation (GDPR) significantly shapes how

mergers and acquisitions must be conducted within the European regulatory

environment. Unlike voluntary governance standards, GDPR imposes bind-

ing obligations on organisations that process personal data. These obligations

do not pause during organisational restructuring. On the contrary, integration

often amplifies the complexity of compliance.

A central GDPR principle is lawful processing. When an organisation is ac-
quired, responsibility for inherited personal data transfers to the acquiring en-
tity. This requires reassessment of the legal basis under which that data was
originally collected and processed. Integration frequently involves database
consolidation, cross-system migration, or redefinition of processing purposes.
Each of these actions may alter the legal context of data handling. As regula-
tory guidance emphasises, organisations must ensure that inherited data pro-

cessing remains lawful and transparent under the new structure (ICO 2021).

Controller-processor relationships also require careful attention during inte-

gration. In transitional phases, particularly in carve-out transactions or where
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Transitional Service Agreements (TSAs) are in place, responsibility for IT
services may be shared between buyer and seller. GDPR requires clear allo-
cation of accountability between controllers and processors. Ambiguity in

these roles can lead to gaps in compliance and increased regulatory exposure.

Data minimisation introduces an additional challenge. Over time, organisa-
tions accumulate large volumes of personal data, some of which may no
longer be strictly necessary for operational purposes. During integration, in-
herited data sets may be consolidated without full reassessment of relevance.
GDPR requires that personal data be limited to what is necessary for defined
purposes. Effective integration therefore depends on structured data mapping

and validation processes to prevent excessive or redundant data transfer.

Data Protection Impact Assessments (DPIAs) may also become necessary
during integration. Where processing activities are likely to result in high risk
to data subjects-such as large-scale data consolidation or introduction of new
analytics capabilities-DPIAs provide a formal mechanism for identifying and
mitigating privacy risk. Conducting DPIAs as part of integration planning

shifts compliance from reactive remediation to proactive governance.

Security of processing under Article 32 GDPR further reinforces the technical
dimension of compliance. Organisations must implement appropriate safe-
guards, including access control, encryption, and resilience measures. If in-
herited systems lack adequate security maturity, the acquiring organisation
must evaluate whether continued operation aligns with regulatory expecta-
tions. The Marriott-Starwood breach demonstrates how insufficient oversight
of inherited data processing can result in regulatory consequences (Infor-

mation Commissioner’s Office 2020).

Documentation and accountability are equally important. Records of Pro-
cessing Activities (RoPA) must be updated to reflect the merged organisa-
tional structure. Privacy notices may require revision to ensure continued
transparency toward data subjects. If integration involves cross-border data

transfers, appropriate safeguards must be verified.

In practice, GDPR compliance cannot be treated as a separate administrative
task following technical consolidation. Integration decisions directly affect
how personal data is processed and governed. Effective integration therefore

requires simultaneous alignment of technical harmonisation and regulatory

28



Theoretical and Conceptual Framework

oversight. GDPR, in this context, operates not only as a compliance require-

ment but as a structural constraint shaping integration governance.

3.4 NIS2 and Cyber Governance Requirements

The NIS2 Directive strengthens the regulatory framework governing cyber-
security risk management within the European Union. Expanding upon the
original NIS Directive, it broadens the scope of covered entities and places
greater emphasis on governance accountability and structured risk manage-
ment. For IT-sector organisations, many of which fall within the directive’s
scope, NIS2 significantly influences how cybersecurity must be managed

during organisational change, including mergers and acquisitions.

A central feature of NIS2 is its emphasis on leadership responsibility. Senior
management is required to approve and oversee cybersecurity risk manage-
ment measures, and in certain cases may face direct accountability for failures
(ENISA 2023). During post-acquisition integration, this requirement be-
comes particularly salient. Once ownership transfers, the acquiring organisa-
tion assumes responsibility for inherited systems and associated risks. Lead-
ership cannot rely solely on the historical security posture of the target; it

must ensure that inherited environments meet current governance standards.

In practical terms, the NIS2 Directive requires covered entities to implement
and maintain a structured cybersecurity risk management framework. Key re-

quirements include:

¢ Risk management measures: Organisations must implement appro-
priate and proportionate technical and organisational measures to
manage cybersecurity risks, including policies for risk analysis, inci-
dent handling, and system security.

e Incident detection and reporting obligations: Significant cyberse-
curity incidents must be reported to competent authorities within de-
fined timeframes, requiring continuous monitoring and established es-
calation procedures.

e Business continuity and resilience measures: Entities must ensure
operational continuity through backup management, disaster recovery

capabilities, and crisis management planning.
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e Supply chain and third-party risk management: Organisations are
required to assess and manage cybersecurity risks arising from sup-
pliers and service providers, including contractual and oversight
mechanisms.

e Access control and authentication safeguards: Measures must ad-
dress identity and access management, including appropriate authen-
tication, privilege restriction, and secure system configuration.

e Vulnerability management and patch governance: Entities must
implement processes for identifying, prioritising, and remediating
vulnerabilities in a timely manner.

e Management accountability and oversight: Senior leadership must
approve cybersecurity risk management measures and may bear direct

responsibility for systemic failures.

These requirements collectively position cybersecurity as a governance-level
obligation rather than a purely technical function, reinforcing its strategic sig-

nificance during organisational transformation.

NIS2 requires organisations to implement risk management measures cover-
ing incident handling, business continuity, supply chain security, access con-
trol, vulnerability management, and cryptographic safeguards. These do-
mains correspond closely to the structural vulnerabilities identified in earlier
chapters. Integration frequently involves consolidation of monitoring sys-
tems, alignment of incident response processes, and reassessment of inherited
third-party providers. Where inherited systems lack adequate controls, reme-

diation cannot be postponed without increasing regulatory exposure.

Incident reporting obligations under NIS2 further reinforce the importance of
maintaining detection capability during integration. Covered entities must re-
port significant incidents within defined timeframes. Transitional phases, in
which monitoring systems may not yet be fully unified, present elevated risk
of delayed detection. Integration planning must therefore ensure that report-

ing mechanisms remain operational throughout structural change.

Supply chain risk is another area emphasised by NIS2. Acquisitions often
involve inherited vendor relationships, including cloud providers, managed
service providers, and outsourced security operations. The directive requires

organisations to assess and manage supply chain exposure explicitly. During
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integration, this means reviewing inherited contracts and verifying alignment

with the acquiring organisation’s security standards.

Business continuity considerations also intersect with integration governance.
Consolidating systems can introduce temporary instability. NIS2 requires or-
ganisations to maintain resilience and recovery capabilities even during or-
ganisational transformation. Integration sequencing must therefore balance

consolidation objectives with continuity safeguards.

The governance expectations embedded in NIS2 complement the principles
of ISO 27001 and ISO 31000. While ISO standards provide structured man-
agement frameworks, NIS2 imposes mandatory accountability. Together,
they reinforce the view that cybersecurity during integration is not solely a

technical matter but a leadership responsibility requiring structured oversight.

In this thesis, NIS2 contributes a regulatory governance lens to the conceptual
framework. It underscores that integration risk management must satisfy not
only internal control objectives but also externally imposed accountability re-
quirements. This regulatory dimension strengthens the case for a phased in-

tegration model grounded in explicit governance alignment.

3.5 Cybersecurity Risk Considerations in M&A Integration

Cybersecurity risk during M&A integration cannot be understood through a
single lens. It emerges from the interaction of inherited technical environ-
ments, evolving governance structures, regulatory obligations, and strategic
pressures. The standards and regulatory frameworks discussed above provide
governance principles, but the practical manifestation of risk becomes visible

only when systems are consolidated and operational boundaries shift.

A defining characteristic of post-acquisition integration is that the organisa-
tion’s risk profile is temporarily unstable. Unlike routine operations, integra-
tion involves deliberate architectural modification. Systems that were previ-
ously independent become interdependent; access controls are reconfigured;

data repositories are merged; and monitoring infrastructures are aligned. Each

31



Theoretical and Conceptual Framework

of these changes alters exposure in real time. ISO 31000’s emphasis on con-
tinuous reassessment is therefore particularly relevant in this context, as risk

conditions evolve alongside technical consolidation (EY 2023).

Inherited vulnerabilities remain a central concern. Targets may operate legacy
systems that meet minimal operational requirements but fall short of the ac-
quiring organisation’s security baseline. These systems may lack robust mon-
itoring, modern authentication safeguards, or consistent patch management.
Once connected to a broader enterprise environment, such weaknesses can
increase exposure. The Marriott-Starwood breach illustrates how insufficient
oversight of inherited systems can allow compromise to persist during inte-

gration (In re Marriott International, Inc. 2021).

Identity and access management misalignment frequently amplifies this ex-
posure. Parallel identity repositories and divergent privilege models may co-
exist during transitional phases. Temporary access rights granted for migra-
tion purposes can unintentionally expand attack surfaces. Academic research
consistently highlights documentation quality and governance maturity as de-
terminants of integration stability (Zhao et al. 2023). Early harmonisation of

identity governance therefore reduces structural vulnerability.

Monitoring alignment is equally critical. Integration often requires staged
consolidation of logging infrastructures and SIEM systems. Until monitoring
is unified, detection capability may be uneven. Transitional configurations-
such as network bridges or data migration pathways-may not be fully instru-
mented. Industry analyses have observed that attackers frequently exploit pe-
riods of organisational change when visibility is reduced (WTW 2023). Main-

taining detection continuity throughout integration is therefore essential.

Regulatory compliance further shapes integration risk. GDPR requires that
personal data processing remain lawful and secure even as systems are re-
structured (ICO 2021). NIS2 imposes structured risk management and report-
ing obligations that persist throughout organisational change (ENISA 2023).
Integration activities must therefore be aligned not only with technical con-

solidation but also with compliance oversight.

Strategic considerations add another layer. M&A transactions are often mo-
tivated by synergy realisation and competitive positioning. Integration time-

lines may prioritise operational efficiency, creating tension between speed
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and control maturity. Temporary configurations introduced to expedite con-
solidation may persist beyond their intended duration, embedding vulnerabil-

ities within the merged environment.

Taken together, these interacting factors demonstrate that integration-phase
cybersecurity risk is structural, dynamic, and multi-dimensional. It arises not
from isolated technical oversights but from the combined effects of architec-
tural heterogeneity, governance transition, regulatory constraint, and strategic
pressure. Recognising these patterns provides the analytical bridge between
theoretical frameworks and the phased integration model developed in the

next chapter.

3.6 Summary

The theoretical and conceptual foundations discussed in this chapter provide
a structured lens for understanding cybersecurity and data protection risk dur-
ing post-acquisition integration. Rather than treating integration risk as an
isolated technical concern, the preceding sections situate it within established
governance standards, regulatory obligations, and academic research on tech-

nological transformation.

ISO/IEC 27001 offers a control-oriented framework for aligning security
governance across merged environments. ISO 31000 complements this per-
spective by emphasising continuous risk assessment in changing operational
contexts. Together, these standards support disciplined oversight during tran-
sitional phases. GDPR and the NIS2 Directive introduce binding accounta-
bility requirements that shape how integration must be sequenced and gov-
erned. Compliance cannot be deferred; it must accompany technical consoli-

dation.

Academic research on information systems integration further clarifies why
integration frequently exposes structural vulnerabilities. Architectural heter-
ogeneity, documentation gaps, governance misalignment, and inherited tech-
nical debt are recurring themes across both scholarly studies and documented
case evidence (Zhao et al. 2023; ECGI 2024). The comparative cases exam-
ined earlier reinforce that these risk drivers manifest in practice, influencing

both operational stability and financial outcomes.
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Viewed collectively, these frameworks and empirical insights establish a co-
herent foundation for analysing integration-phase risk. They clarify why vul-
nerabilities intensify during transitional periods and why structured, phased
governance is necessary. The next chapter outlines the research methodology
through which these theoretical perspectives and empirical observations are

synthesised into a practical integration model.
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4 Research Methodology

4.1 Research Approach

This thesis adopts a qualitative research approach to examine how infor-
mation security and data protection risks emerge during the post-acquisition
integration phase of mergers and acquisitions in the IT sector. The phenome-
non under study involves organisational transformation, evolving technical
architectures, regulatory constraints, and governance transitions. Because
these dynamics cannot be meaningfully reduced to quantitative indicators
alone, a qualitative design is appropriate for capturing structural risk patterns

and contextual complexity.

The research design combines a structured literature review with comparative
case analysis. Rather than relying on primary interview data, the study syn-
thesises established academic research, regulatory frameworks, and publicly
documented cases. This approach allows the analysis to focus on recurring
integration risk drivers and governance mechanisms without depending on

confidential organisational information.

The literature review provides the conceptual foundation for the study. Aca-
demic publications addressing technological integration, architectural com-
patibility, cybersecurity risk, and organisational governance form the theoret-
ical basis of the analysis (Zhao et al. 2023; ECGI 2024). These sources are
complemented by recognised standards and regulatory instruments, including
ISO/IEC 27001, ISO 31000, GDPR, and NIS2 (Kobayashi et al. 2020; ICO
2021; ENISA 2023). Together, they establish the governance and compliance

context within which integration must occur.

35



Research Methodology

The empirical dimension consists of two comparative case studies: the Mar-
riott-Starwood breach and the Yahoo-Verizon acquisition. Both cases are ex-
tensively documented and publicly verifiable, providing sufficient transpar-
ency for structured analysis. They represent different manifestations of cy-
bersecurity risk in M&A contexts: one highlighting integration-phase expo-
sure and the other demonstrating valuation and disclosure implications. Ana-
lysing these cases alongside theoretical frameworks enables identification of

recurring structural patterns.

The overall objective of this methodological approach is not to test statistical
hypotheses, but to synthesise conceptual insights and empirical evidence into
a structured integration model. By drawing on diverse yet complementary
sources, the research aims to produce analytically grounded and practically

relevant conclusions.

4.2 Research Design and Data Sources

The research design is structured as a qualitative, comparative case-based
study grounded in systematic literature analysis. The intention is to integrate
theoretical perspectives, regulatory requirements, and documented case evi-
dence in order to identify recurring cybersecurity and data protection risk pat-

terns during post-acquisition integration.

The study draws on three principal categories of sources. First, peer-reviewed
academic publications provide conceptual insight into technological integra-
tion risk, organisational alignment, and cybersecurity governance in M&A
contexts. Research examining architectural compatibility, inherited technical
debt, and integration complexity forms a central analytical layer (Zhao et al.
2023). In addition, empirical financial research contributes understanding of
how cybersecurity incidents influence firm valuation and transaction dynam-
ics (ECGI 2024; Campbell et al. 2003; Kamiya et al. 2018).

Second, regulatory and standards-based materials establish the compliance
and governance boundaries relevant to integration. GDPR guidance from the
Information Commissioner’s Office (ICO 2021) clarifies data protection ob-
ligations during organisational change, while the NIS2 Directive articulates

cybersecurity governance and reporting expectations (ENISA 2023).
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ISO/IEC 27001 and ISO 31000 provide structured risk management and con-
trol alignment principles that inform the development of the integration
model (Kobayashi et al. 2020).

It is important to note that the regulatory orientation of this study is primarily
European. The governance and compliance analysis is grounded in GDPR
and NIS2 requirements, which apply within the European Union and may
differ from cybersecurity and disclosure obligations in other jurisdictions,
such as the United States. Although the case studies include transactions with
transatlantic dimensions, the integration model developed in this thesis re-
flects EU regulatory expectations and should therefore be interpreted within
that normative context. Differences in legal frameworks, supervisory prac-
tices, and enforcement regimes may affect how integration risk manifests in

non-EU environments.

Third, selected industry analyses are used to contextualise academic findings
within contemporary organisational practice. Reports from Deloitte (2024),
Grant Thornton (2021), and Willis Towers Watson (WTW 2023) are incor-
porated where they offer structured analytical discussion rather than promo-
tional content. These sources help bridge theoretical insights and practical

integration challenges.

The empirical component of the study consists of two documented case stud-
ies: the Marriott-Starwood breach and the Yahoo-Verizon acquisition. Both
cases are supported by publicly accessible regulatory disclosures and inde-
pendent reporting (In re Marriott International, Inc. 2021; U.S. Securities and
Exchange Commission 2018; Reuters 2017). The use of multiple independent
sources for each case reduces reliance on a single narrative and strengthens

analytical reliability.

All data used in this research is publicly available and independently verifia-
ble. This ensures transparency and allows the analytical process to be repli-
cated. By combining academic research, regulatory guidance, industry anal-
ysis, and comparative case evidence, the research design establishes a struc-

tured foundation for synthesising integration-phase risk patterns.
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4.3 Data Collection Methods

Data collection in this thesis is based entirely on secondary sources drawn
from academic literature, regulatory documentation, and publicly docu-
mented case materials. The qualitative design emphasises structured synthe-
sis rather than primary field data. This approach allows the analysis to focus
on recurring structural patterns in integration-phase cybersecurity risk while

maintaining transparency and verifiability.

Academic sources were selected on the basis of relevance to mergers and ac-
quisitions, information systems integration, cybersecurity governance, and
organisational risk management. Particular attention was given to peer-re-
viewed research examining architectural compatibility, legacy system de-
pendencies, identity governance challenges, and financial consequences of
cybersecurity incidents (Zhao et al. 2023; ECGI 2024; Campbell et al. 2003;
Kamiya et al. 2018). These publications provide both conceptual and empiri-

cal grounding for understanding how integration risk manifests.

Regulatory and standards-based materials were chosen to define the norma-
tive framework within which integration must occur. GDPR guidance from
the Information Commissioner’s Office (ICO 2021) clarifies legal obligations
associated with inherited personal data. The NIS2 Directive outlines cyberse-
curity governance expectations applicable to IT-sector entities (ENISA
2023). ISO/IEC 27001 and ISO 31000 were incorporated through academic
analysis and governance literature to frame risk assessment and control align-
ment (Kobayashi et al. 2020). These sources ensure that the study remains

anchored in recognised governance principles rather than informal practice.

Industry analyses were included selectively where they provide structured in-
sight into cybersecurity risk during M&A. Reports from Deloitte (2024),
Grant Thornton (2021), and WTW (2023) were used to contextualise theoret-
ical findings within contemporary integration practice. Care was taken to rely

only on analytical material rather than marketing-oriented content.

The empirical component of data collection consists of documentation relat-
ing to the Marriott-Starwood and Yahoo-Verizon cases. For the Marriott—
Starwood case relies on regulatory findings and judicial documentation (In re
Marriott International, Inc. 2021; Bradley 2022). For the Yahoo-Verizon
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transaction, publicly available regulatory disclosures and corporate commu-
nications were used (U.S. Securities and Exchange Commission 2018; Reu-
ters 2017). Using multiple sources for each case supports cross-verification

and reduces reliance on single-source interpretation.

By relying exclusively on accessible and documented materials, the data col-
lection strategy supports transparency and replicability. The emphasis on
peer-reviewed research and official regulatory sources strengthens the credi-
bility of the analysis while avoiding dependence on proprietary or unverifia-

ble information.

4.4 Data Analysis

The analysis in this thesis follows a structured qualitative synthesis approach.
Rather than applying statistical techniques, the study identifies recurring
themes and structural risk patterns across academic literature, regulatory
frameworks, and comparative case evidence. The objective is to move from

descriptive observation toward conceptual integration.

The first stage of analysis involved examining academic research to identify
common determinants of integration risk. Studies on technological M&A and
information systems integration highlight architectural incompatibility, leg-
acy system dependencies, documentation deficiencies, and governance misa-
lignment as recurrent drivers of post-merger instability (Zhao et al. 2023).
Empirical financial research further demonstrates that cybersecurity weak-
nesses can influence market valuation and investor perception (Campbell et
al. 2003; Kamiya et al. 2018; ECGI 2024). These strands of literature collec-

tively provide a conceptual taxonomy of integration-related vulnerabilities.

The second stage incorporated regulatory and standards-based analysis.
GDPR and NIS2 were examined to clarify compliance and governance obli-
gations during organisational transformation (ICO 2021; ENISA 2023).
ISO/IEC 27001 and ISO 31000 provided structured principles for risk assess-
ment, control alignment, and continuous monitoring (Kobayashi et al. 2020).
This stage ensured that the identification of risk patterns remained anchored

in recognised governance frameworks rather than anecdotal evidence.
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The third stage consisted of comparative case analysis. The Marriott-Star-
wood and Yahoo-Verizon cases were examined using the thematic categories
derived from the literature. Each case was assessed in terms of inherited vul-
nerabilities, identity governance challenges, monitoring alignment, regula-
tory exposure, and transaction consequences. Applying a consistent analytical
lens allowed similarities and differences to emerge without overemphasising
case-specific details (In re Marriott International, Inc. 2021; U.S. Securities

and Exchange Commission 2018).

Cross-case comparison strengthened analytical generalisation. While the two
cases differ in timing and manifestation-one illustrating integration-phase ex-
posure and the other valuation and disclosure impact-both reveal structural
characteristics consistent with academic findings. The recurrence of similar
governance and architectural challenges across contexts reinforces the argu-

ment that integration risk is systemic.

The final stage of analysis synthesised these insights into a phased integration
model. The model was constructed by mapping identified risk drivers to gov-
ernance principles derived from ISO standards and regulatory requirements.
Each phase corresponds to a distinct stage in risk stabilisation and control

harmonisation, reflecting the dynamic nature of integration.

Through this multi-stage analytical process, the study progresses from iden-
tifying integration-phase risks to developing a structured mitigation frame-
work. This progression ensures coherence between theoretical foundations,
empirical observations, and the practical contribution presented in the subse-

quent chapter.

4.5 Reliability, Validity, and Limitations

Ensuring reliability and validity is particularly important in qualitative re-
search that relies on secondary sources and comparative case analysis. This
thesis addresses these concerns through careful source selection, structured

synthesis, and transparent analytical reasoning.
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Reliability is supported by the use of publicly accessible and verifiable mate-
rials. All academic publications, regulatory documents, and case sources cited
are traceable to identifiable authors or institutions. This transparency allows
the analytical process to be reviewed and, in principle, replicated by other
researchers. The reliance on recognised governance standards such as
ISO/IEC 27001 and ISO 31000 further strengthens conceptual consistency
(Kobayashi et al. 2020).

Validity is enhanced through triangulation across multiple categories of evi-
dence. The analysis integrates peer-reviewed academic research (Zhao et al.
2023; ECGI 2024), regulatory frameworks (ICO 2021; ENISA 2023), and
documented case material derived from judicial and regulatory proceedings
(In re Marriott International, Inc., 2021; U.S. Securities and Exchange Com-
mission 2018). Converging patterns across these independent sources in-
crease confidence that the identified integration risks are structural rather than

incidental.

The use of two comparative case studies contributes to analytical robustness.
Examining both the Marriott-Starwood breach and the Yahoo-Verizon acqui-
sition reduces the risk of overgeneralising from a single event. Although the
cases differ in context and outcome, recurring themes such as inherited vul-
nerabilities, governance misalignment, and regulatory exposure appear in
both. This supports analytical generalisation without claiming statistical rep-

resentativeness.

Certain limitations must nevertheless be acknowledged. The research relies
exclusively on secondary data and does not incorporate primary interviews or
proprietary organisational information. While this ensures transparency, it
limits insight into internal decision-making processes that may not be pub-
licly documented. Additionally, the analysis does not include technical foren-
sic examination of systems; instead, it focuses on structural and governance

dimensions of integration risk.

Although the study draws on two documented cases, its conclusions are based
on analytical synthesis rather than quantitative generalisation. The objective
is to identify recurring structural patterns that can inform governance design,

not to estimate the frequency of integration failures across all transactions.
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Despite these limitations, the chosen methodology is appropriate for the re-
search objectives. By combining recognised theoretical frameworks, regula-
tory guidance, and comparative empirical evidence, the thesis provides a co-
herent and analytically grounded basis for developing a phased integration

model.

4.6 Ethical Considerations

The research presented in this thesis adheres to standard principles of aca-
demic integrity and responsible scholarship. As the study relies exclusively
on publicly accessible secondary sources, it does not involve the collection of
personal data, confidential corporate information, or sensitive unpublished
materials. The absence of primary interviews or proprietary datasets elimi-
nates concerns related to participant consent, anonymity, or data protection in

the research process itself.

All sources used in the thesis are clearly cited and attributable to identifiable
authors or institutions. Academic publications, regulatory documents, and
case materials are referenced consistently to ensure traceability. Where in-
dustry analyses are incorporated, they are selected for analytical relevance
rather than promotional intent and are interpreted in light of broader academic

and regulatory evidence.

The case studies analysed-Marriott-Starwood and Yahoo-Verizon-are based
entirely on publicly documented incidents. The analysis focuses on structural
and governance dimensions rather than on assigning responsibility to individ-
uals. This approach aligns with ethical research practice by emphasising sys-

temic risk patterns rather than personal attribution.

Care has also been taken not to speculate beyond documented evidence. In-
terpretations are grounded in referenced materials and linked to established
theoretical frameworks. No technical exploit details are disclosed beyond
what is already publicly available. The objective is to extract governance les-

sons rather than expose operational vulnerabilities.

42



Research Methodology

Overall, the methodological design presents minimal ethical risk. By relying
on transparent and verifiable sources, and by maintaining analytical restraint
in interpretation, the thesis meets standard academic expectations regarding

responsible research conduct.

43



Case Studies of Cybersecurity Risk in M&A Integration

5 Case Studies of Cybersecurity Risk
in M&A Integration

5.1 Introduction

The theoretical discussion in the preceding chapters establishes that cyberse-
curity risk during mergers and acquisitions is structurally embedded in inte-
gration processes. To ground these observations in documented practice, this
chapter examines two well-known cases in which cybersecurity played a ma-
terial role in M&A outcomes: the Marriott-Starwood breach and the Yahoo-
Verizon acquisition. Together, these cases provide empirical context for the

structural risk patterns identified earlier.

The purpose of including comparative case studies is not to recount breach
narratives in detail, but to examine how inherited vulnerabilities, governance
alignment challenges, and disclosure dynamics manifest during real transac-
tions. By analysing cases that differ in timing and impact-one centred on post-
acquisition operational exposure and the other on valuation and disclosure
consequences-the study can identify recurring themes without relying on a

single illustrative event.

Both cases are extensively documented through regulatory disclosures and
independent reporting, enabling transparent analysis. They also represent dis-
tinct dimensions of cybersecurity risk in M&A: operational compromise dur-
ing integration and financial renegotiation driven by historical breach disclo-
sure. Examining them together allows for a more nuanced understanding of

how cyber risk influences both integration governance and transaction stabil-

ity.

The analysis that follows applies a consistent conceptual lens derived from
Chapter 3. Each case is considered in terms of inherited vulnerabilities, iden-
tity and access management alignment, monitoring capability, governance ac-

countability, and regulatory exposure. This structured approach facilitates
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comparison and prepares the foundation for the synthesis presented in Chap-

ter 6.

5.2 Marriott-Starwood: Inherited Vulnerability and Integration-
Phase Exposure

5.2.1 Background of the Acquisition

Marriott International completed its acquisition of Starwood Hotels & Re-
sorts Worldwide in 2016, forming one of the largest global hospitality groups.
The transaction involved the consolidation of extensive reservation systems,
customer databases, and operational infrastructures. At the time of acquisi-
tion, Starwood’s IT environment had evolved over decades and included leg-
acy components, heterogeneous system architectures, and historically accu-

mulated technical dependencies.

Unbeknownst to Marriott during the acquisition process, Starwood’s reserva-
tion database had been compromised by attackers as early as 2014. The intru-
sion remained undetected until 2018, two years after closing, ultimately af-
fecting more than 380 million guest records (Marriott International Inc.
2018). The scale and duration of the breach highlight the difficulty of achiev-

ing immediate visibility into inherited environments during integration.

5.2.2 Integration Context and Structural Weaknesses

The persistence of the breach into the post-acquisition period reflects several
structural risk factors associated with integration. First, the inherited moni-
toring infrastructure was not fully aligned with Marriott’s security operations.
Logging mechanisms and detection processes remained partially segregated,
limiting comprehensive visibility across the merged environment. As systems
were gradually integrated, the absence of unified oversight allowed the com-

promise to continue.

Second, identity and access management structures required harmonisation.
Legacy authentication mechanisms and privilege allocations within the Star-
wood environment were not immediately aligned with Marriott’s security
baseline. During transitional phases, such inconsistencies can create opportu-

nities for persistent access.
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Third, governance consolidation did not occur instantaneously. Although
ownership transferred at closing, operational responsibility for inherited sys-
tems required phased alignment. During this transitional period, accountabil-
ity for monitoring, patch management, and incident response may not have
been fully centralised. This governance lag illustrates how structural transi-

tion can amplify inherited vulnerabilities.

5.2.3 Regulatory and Organisational Consequences

The discovery of the breach led to significant regulatory scrutiny and finan-
cial consequences. In October 2020, the UK Information Commissioner’s Of-
fice imposed a £18.4 million fine on Marriott International, concluding that
the company had failed to implement appropriate technical and organisational
measures to protect personal data following the acquisition (Information
Commissioner’s Office 2020). The decision emphasised that acquiring organ-
isations bear responsibility for inherited systems once control is established,
regardless of whether vulnerabilities originated prior to the transaction. The
case thus demonstrates that inherited cybersecurity weaknesses become the

acquirer’s liability during integration.

Beyond regulatory enforcement, the breach also had reputational and opera-
tional implications. It highlighted the difficulty of consolidating complex leg-
acy systems under time pressure and exposed the risks associated with de-
layed monitoring alignment. Rather than representing an isolated failure, the
incident illustrates recurring structural challenges that arise during integra-
tion-phase transformation, particularly where inherited vulnerabilities are not

stabilised early.

5.3 Yahoo-Verizon: Cyber Risk Affecting Transaction Valuation

5.3.1 Background of the Acquisition

In 2016, Verizon Communications announced its agreement to acquire Ya-
hoo’s core internet business as part of its strategy to strengthen its digital me-

dia operations. Shortly after the transaction was announced, previously un-
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disclosed data breaches affecting billions of Yahoo user accounts were re-
vealed. These breaches had occurred in 2013 and 2014 but had not been fully

disclosed during earlier stages of the acquisition process.

The disclosure materially altered the perceived risk profile of the transaction.
Following further assessment, the merger agreement was amended, resulting
in a reduction of approximately USD 350 million in the purchase price (Ya-
hoo! Inc. 2017). The adjustment reflected concerns regarding potential legal
liabilities, remediation costs, and reputational consequences associated with
the inherited cybersecurity weaknesses. The case illustrates how historical
security failures can directly influence transaction terms even before post-

acquisition integration has fully commenced.

5.3.2 Structural Risk Factors

Although the Yahoo breaches predated the integration phase, the case illus-
trates how cybersecurity weaknesses can materially influence M&A transac-
tions. In this instance, inadequate disclosure and governance oversight had
financial consequences even before full operational consolidation occurred.
The episode highlights limitations in due diligence processes and the diffi-

culty of obtaining complete visibility into inherited risk.

From a structural perspective, the case underscores that cybersecurity expo-
sure in M&A is not limited to technical integration challenges. Historical
weaknesses in monitoring, governance, and incident reporting can influence
transaction dynamics, regulatory accountability, and investor confidence. The
SEC’s enforcement action against Altaba, formerly Yahoo, reinforced the ex-
pectation that cybersecurity risks must be properly disclosed and managed

(U.S. Securities and Exchange Commission 2018).

The case underscores that cybersecurity exposure in M&A extends beyond
technical integration challenges. Historical weaknesses in monitoring and
disclosure can materially influence transaction dynamics and regulatory ac-
countability. The U.S. Securities and Exchange Commission later charged
Altaba, formerly Yahoo! Inc., for failing to disclose the breach in a timely
manner, reinforcing the governance and disclosure dimension of cybersecu-
rity risk in acquisition contexts (U.S. Securities and Exchange Commission

2018). The episode demonstrates that inadequate cybersecurity oversight can
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have consequences not only for integration stability but also for legal and

regulatory compliance.

The case also demonstrates the asymmetrical nature of cybersecurity’s valu-
ation impact. Weaknesses can reduce transaction value, while evidence of
strong security posture does not necessarily generate equivalent premiums.
This dynamic supports the interpretation of cybersecurity as a risk contain-

ment factor within M&A negotiations rather than a direct value enhancer.

5.3.3 Broader Integration Relevance

While the Yahoo-Verizon case differs from Marriott-Starwood in timing and
manifestation, both highlight inherited vulnerability as a central theme. In one
instance, vulnerabilities persisted into integration; in the other, historical
weaknesses affected transaction valuation and governance expectations. To-
gether, the cases reinforce that cybersecurity risk is embedded in organisa-

tional transformation, whether it becomes visible before or after closing.

5.4 Comparative Analysis of the Cases

The Marriott-Starwood and Yahoo-Verizon cases illustrate different manifes-
tations of cybersecurity risk within M&A transactions, yet they reveal recur-
ring structural patterns. Examining them comparatively provides insight into
how inherited vulnerabilities, governance practices, and disclosure dynamics

interact during organisational transformation.

One common element across both cases is the role of inherited weaknesses.
In the Marriott-Starwood breach, vulnerabilities embedded within legacy res-
ervation systems persisted into the integration phase due to incomplete mon-
itoring alignment and delayed governance consolidation. In the Yahoo-Veri-
zon case, previously undisclosed breaches materially influenced transaction
valuation and regulatory scrutiny. In both instances, the acquiring organisa-

tion assumed responsibility for risk conditions that originated prior to closing.

The timing of risk manifestation differs between the cases. Marriott-Starwood
demonstrates operational exposure during integration, where system consoli-

dation and governance transition created conditions in which compromise
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could persist. Yahoo-Verizon, by contrast, highlights valuation and disclo-
sure consequences arising from historical cybersecurity failures. Despite
these differences, both cases confirm that due diligence may not fully reveal
inherited risk, and that governance alignment is critical in both negotiation

and integration phases.

Another shared theme concerns visibility and oversight. In the Marriott-Star-
wood case, insufficient monitoring alignment limited detection capability
during early integration. In the Yahoo-Verizon case, incomplete disclosure of
cybersecurity incidents affected investor confidence and regulatory response.
Both situations underscore the importance of transparent governance and

structured oversight in managing cyber risk during organisational change.

The comparison also reinforces the asymmetrical financial impact of cyber-
security. Weak security posture can reduce transaction value or increase post-
closing liability exposure, while strong cybersecurity rarely generates explicit
premiums. This dynamic aligns with empirical financial research indicating
that markets penalise breaches but do not equivalently reward preventative
strength (Campbell et al. 2003; Gordon et al. 2011).

Taken together, the cases suggest that cybersecurity risk in M&A is not con-
fined to technical compromise. It intersects with valuation, governance ac-
countability, regulatory enforcement, and organisational stability. Whether
manifested through persistent operational exposure or through renegotiated
transaction terms, inherited vulnerabilities have tangible consequences.
These recurring patterns support the broader argument that integration gov-
ernance must address structural risk drivers rather than isolated technical

weaknesses.

5.5 Implications for Integration Governance

The two cases analysed in this chapter underscore a central argument of the
thesis: cybersecurity risk in mergers and acquisitions cannot be effectively
managed through reactive remediation alone. Once vulnerabilities are inher-
ited, delayed alignment increases the likelihood that weaknesses become em-
bedded within the merged organisation. Structured integration planning, ini-

tiated early and guided by clear governance principles, is therefore essential.
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The evidence suggests that visibility and stabilisation should precede deep
consolidation. Comprehensive asset inventories help clarify the scope of in-
herited infrastructure. Early alignment of monitoring systems reduces the
probability that transitional blind spots emerge. Harmonisation of identity and
access management limits the persistence of excessive privileges or legacy
authentication mechanisms. Equally important is governance clarity: respon-
sibility for inherited systems must be explicitly defined to avoid ambiguity

during the critical early stages following closing.

The cases also highlight that cybersecurity risk extends beyond technical ex-
posure. In both transactions, weaknesses affected financial outcomes, regula-
tory scrutiny, and organisational reputation. As such, integration governance
must be conceived broadly. It must address not only technical harmonisation
but also disclosure practices, compliance obligations, and accountability
structures. Managing integration risk therefore requires coordinated oversight
across security, legal, compliance, and executive functions from the outset of

the post-acquisition period.

Rather than treating cybersecurity as a secondary operational concern, the
findings suggest that it should be embedded within the core integration gov-
ernance framework. This shift from reactive correction to structured sequenc-
ing forms the basis for the phased integration model developed in the follow-

ing chapter.

5.6 Lessons for M&A Integration Practice

The comparative examination of the Marriott-Starwood and Yahoo-Verizon
cases reinforces the view that cybersecurity risk in mergers and acquisitions
is structurally embedded in the integration process rather than confined to
isolated technical errors. Although the cases differ in timing and impact, both
reveal recurring governance and oversight challenges that extend beyond

their individual contexts.

A central theme across the cases is the persistence of inherited vulnerabilities.
In both instances, cybersecurity weaknesses predated the transaction and
were not fully identified or resolved before integration advanced. The Mar-

riott-Starwood breach demonstrates how legacy systems, when incorporated
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without immediate monitoring alignment, can enable compromise to continue
undetected. The Yahoo-Verizon transaction, by contrast, shows that historical
breaches-even when disclosed during acquisition-can materially influence
transaction risk and valuation. Together, these examples highlight that acqui-
sitions transfer not only assets and capabilities, but also accumulated expo-

sure.

Visibility during transitional phases emerges as another decisive factor. Inte-
gration often involves temporary coexistence of systems, staged identity con-
solidation, and architectural bridging between environments. If monitoring
infrastructures and incident response processes are not unified early, detec-
tion capability may weaken at precisely the moment when exposure increases.
In the Marriott-Starwood case, the absence of comprehensive and consoli-

dated monitoring contributed directly to the prolonged duration of the breach.

Governance clarity also proves critical. Both cases illustrate how weaknesses
in oversight structures can delay detection and remediation. Immediately fol-
lowing closing, responsibility for inherited systems must be explicitly de-
fined. Without clear accountability for patch management, access control har-
monisation, and monitoring alignment, vulnerabilities may persist. Academic
research supports this observation, indicating that integration failures often
arise from organisational misalignment rather than purely technical short-
comings (Zhao et al. 2023).

The cases further demonstrate that cybersecurity risk in M&A is not confined
to operational compromise. It intersects with financial valuation, regulatory
scrutiny, and reputational stability. The Yahoo-Verizon transaction illustrates
how disclosure of cybersecurity weaknesses can alter transaction economics,
while the Marriott-Starwood breach resulted in regulatory consequences and
sustained reputational impact. These outcomes suggest that cybersecurity
governance must be incorporated into strategic integration planning from the

outset rather than addressed retrospectively.

Viewed collectively, these lessons indicate that integration-phase risk is sys-
temic. It emerges from structural complexity, legacy interdependencies, frag-
mented oversight, identity misalignment, and transitional governance dynam-
ics. The recurrence of these patterns across distinct cases strengthens the cen-

tral premise of this thesis: effective post-acquisition integration requires a
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structured and phased approach to cybersecurity and data protection govern-

ance.

The insights drawn from these cases provide the empirical foundation for the
analytical synthesis presented in the following chapter. By connecting docu-
mented integration failures with theoretical standards and regulatory frame-
works, the thesis proceeds to develop a structured model for managing cyber-

security risk during M&A integration.
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6 Analysis and Synthesis

6.1 Introduction

The preceding chapters have established both the structural characteristics of
integration-phase cybersecurity risk and the empirical evidence drawn from
documented M&A cases. This chapter brings those strands together. The ob-
jective here is to synthesise theoretical frameworks, regulatory requirements,
and comparative case observations in order to clarify how integration-related

vulnerabilities emerge and why they persist.

Rather than reiterating descriptive findings, this chapter seeks to move toward
explanation. By examining recurring themes across academic research, gov-
ernance standards, and documented incidents, it becomes possible to identify
the structural drivers that consistently shape integration risk. This analytical
synthesis directly addresses the first research question by clarifying which
cybersecurity and privacy risks are most characteristic of post-acquisition in-

tegration in IT-sector transactions.

At the same time, the synthesis provides the conceptual basis for the phased
integration model presented in the following chapter. If integration risk arises
from predictable structural conditions, then mitigation must also be structured
and sequenced accordingly. The discussion that follows therefore serves as a

bridge between empirical observation and governance design.

6.2 Recurring Risk Patterns Across Theory and Cases

A comparative reading of academic research, regulatory frameworks, and the
Marriott-Starwood and Yahoo-Verizon cases reveals a set of recurring pat-
terns that extend beyond the specifics of individual transactions. Although the

technical details differ, the underlying risk dynamics appear consistently
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across contexts. These observations suggest that cybersecurity exposure dur-
ing integration reflects deeper organisational and architectural conditions ra-

ther than isolated incidents

Several risk drivers emerge repeatedly. Inherited vulnerabilities are often em-
bedded in legacy systems that predate the acquisition and remain insuffi-
ciently documented or monitored. Identity and access management misalign-
ment frequently accompanies transitional phases in which parallel authenti-
cation structures coexist. Monitoring infrastructures may remain fragmented
while systems are being consolidated. Governance responsibilities may be
redistributed without immediate clarity. At the same time, regulatory obliga-
tions under frameworks such as GDPR and NIS2 remain fully applicable, in-

creasing accountability pressure during periods of structural change.

These risk drivers do not operate independently. Instead, they interact in ways
that can amplify exposure. For example, incomplete visibility may delay de-
tection of weaknesses originating in legacy systems. Governance ambiguity
can slow remediation of identity misalignment. Supply chain dependencies
may compound the difficulty of achieving consistent control alignment across

merged environments.

The interrelationship among these factors is illustrated in Figure 2. Figure 2
visualises the reinforcing interaction among structural drivers. The circular
interdependency reflects that no single factor operates independently; inher-
ited vulnerabilities, identity misalignment, monitoring fragmentation, gov-
ernance ambiguity, regulatory exposure, and supply chain dependencies col-

lectively amplify integration risk.
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Figure 2. Structural Risk Drivers in M&A Integration

As depicted in Figure 2, integration-related cybersecurity risk arises from the
interaction of inherited vulnerabilities, identity misalignment, monitoring
gaps, governance ambiguity, regulatory exposure, and supply chain depend-
encies. The figure emphasises that these drivers reinforce one another rather
than functioning in isolation. When combined during transitional phases, they
create conditions in which exposure can escalate before governance mecha-

nisms are fully stabilised.

The consistency of these patterns across both empirical cases and scholarly
research strengthens the conclusion that integration risk is embedded in the
structural complexity of organisational transformation. Recognising this in-
teraction is essential for designing mitigation strategies that address underly-

ing conditions rather than isolated symptoms.

A particularly prominent theme across both cases is the role of inherited vul-
nerabilities. In the Marriott-Starwood incident, legacy reservation systems
with inadequate monitoring and outdated controls were incorporated into the
acquiring organisation’s environment without immediate and comprehensive
oversight (In re Marriott International, Inc. 2021). In the Yahoo-Verizon
transaction, previously undisclosed breaches significantly altered transaction
dynamics and influenced post-acquisition governance expectations (U.S. Se-
curities and Exchange Commission 2018). Academic research reinforces this
pattern, showing that architectural weaknesses and accumulated technical
debt materially increase integration risk, especially where compatibility as-

sessments remain incomplete (Zhao et al. 2023). These observations suggest
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that due diligence alone cannot eliminate inherited exposure. Integration
planning must therefore proceed on the assumption that latent vulnerabilities

may exist and should incorporate early stabilisation mechanisms accordingly.

A closely related integration risk concerns the alignment of identity and ac-
cess management structures. When organisations merge, their authentication
mechanisms, directory services, and privilege models are typically designed
independently and governed under different control frameworks. Consolidat-
ing these structures requires reconciling role definitions, access hierarchies,
and administrative oversight while maintaining uninterrupted operations.
During transitional periods, temporary permissions are often introduced to
facilitate migration activities. If these permissions are not rigorously gov-
erned and subsequently reviewed, they may persist beyond their intended du-
ration, increasing exposure. Research on post-merger IT integration indicates
that weak alignment between governance mechanisms and system architec-
tures can create persistent integration vulnerabilities, particularly where doc-
umentation is incomplete or accountability boundaries are unclear (Wijnho-
ven et al. 2006; Baker & Niederman 2014). The empirical cases examined in
this thesis reinforce that identity fragmentation is not a peripheral concern but
arecurring structural condition that can heighten cybersecurity risk when har-

monisation is delayed.

Monitoring and visibility represent another area in which transitional insta-
bility can amplify exposure. Logging infrastructures may remain partially
segregated while integration progresses, and event correlation mechanisms
may not yet operate across the entire merged environment. The Marriott-Star-
wood breach illustrates how insufficiently unified monitoring can allow com-
promise to remain undetected for extended periods (In re Marriott Interna-
tional, Inc. 2021). Industry analysis similarly notes that organisational change
periods often coincide with fragmented detection capability, creating oppor-
tunities for exploitation (WTW 2023). Regulatory expectations under NIS2
further emphasise the need for continuous and demonstrable monitoring
throughout structural transition (ENISA 2023).

Governance alignment also plays a decisive role. Integration involves rede-
fining roles, reporting lines, and accountability structures across previously

separate organisations. Where responsibility for inherited systems is not
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clearly allocated, remediation efforts may be inconsistent or delayed. Aca-
demic literature consistently identifies governance coordination as a determi-
nant of integration stability (Zhao et al. 2023). In both case studies, weak-
nesses in oversight structures contributed to elevated exposure, underscoring

the importance of early governance consolidation.

Finally, regulatory exposure introduces a further dimension of integration
risk. Under GDPR, organisations must ensure lawful processing and appro-
priate safeguards for personal data regardless of structural change (ICO
2021). During integration, personal data may be consolidated, reclassified, or
transferred under new processing contexts. If lawful basis reassessment, con-
troller-processor clarification, and DPIA procedures are not embedded within
integration planning, compliance risk increases. The Marriott-Starwood case
demonstrates that regulatory accountability follows organisational control,

even where vulnerabilities originated prior to acquisition.

Taken together, these patterns confirm that integration risk arises from inter-
dependent technical and governance conditions. Inherited vulnerabilities,
identity misalignment, monitoring fragmentation, governance ambiguity, and
regulatory exposure interact in ways that can compound one another. Under-
standing these interconnections is essential for designing mitigation strategies

that address structural drivers rather than isolated technical symptoms.

6.3 Structural Drivers of Integration-Phase Risk

The recurring patterns identified in the previous section point toward deeper
structural conditions that shape integration-phase cybersecurity risk. These
drivers help explain why vulnerabilities intensify during organisational con-

solidation and why similar issues appear across distinct transactions.

One structural driver is the temporary expansion of system interdependencies.
During integration, previously independent technical environments become
connected through shared networks, identity frameworks, and data flows.
This increased interconnection broadens the potential attack surface. Systems
that once operated within contained boundaries may now interact with a
larger ecosystem, exposing legacy weaknesses to new threat vectors. As in-
tegration progresses, trust relationships between systems are redefined, often

before full stabilisation has occurred.
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A second driver relates to transitional control instability. Integration rarely
unfolds in a single step. Instead, organisations move through phased consol-
idation, temporary coexistence of systems, and interim governance arrange-
ments. These transitional states can weaken established control baselines. For
example, provisional access rights may be granted to facilitate migration, or
temporary network bridges may be established to maintain business continu-
ity. Although intended to be short-term solutions, such configurations can

persist if not carefully monitored.

Documentation and visibility gaps also contribute structurally to risk escala-
tion. Inherited systems may lack comprehensive architectural documentation
or up-to-date asset inventories. Without accurate mapping of system depend-
encies and data flows, risk assessment becomes less precise. Incomplete doc-
umentation complicates the identification of latent vulnerabilities and delays

remediation efforts.

Organisational alignment is another critical factor. Integration requires coor-
dination across technical, legal, compliance, and executive functions. Where
these units operate under different maturity levels or risk cultures, harmoni-
sation may be uneven. Differences in reporting structures, change manage-
ment processes, and security practices can slow consolidation. Empirical re-
search on post-merger IS integration demonstrates that failures frequently
stem from insufficient coordination and unclear governance structures rather
than from purely technical incompatibilities (Henningsson & Carlsson 2011;
Baker & Niederman 2014). Integration stability therefore depends not only
on architectural compatibility, but also on the capacity of organisational units

to operate under a shared governance framework during structural transition.

Strategic pressure further shapes the risk environment. M&A transactions are
frequently driven by expectations of efficiency gains, market expansion, or
technological advantage. These objectives may compress integration time-
lines, encouraging rapid consolidation. While operational continuity is essen-
tial, accelerated integration can limit opportunities for comprehensive risk as-
sessment. Transitional measures introduced to meet strategic deadlines may

become embedded within the merged organisation.

Regulatory obligations intensify these structural dynamics. GDPR and NIS2

impose ongoing accountability regardless of organisational change (ICO
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2021; ENISA 2023). During integration, compliance must be maintained
even as governance structures evolve. The combination of regulatory pressure

and transitional instability increases the complexity of decision-making.

These structural drivers illustrate that integration risk does not stem from iso-
lated technical missteps. It arises from the interaction between expanding sys-
tem interdependencies, transitional control conditions, documentation gaps,
governance realignment, strategic urgency, and regulatory accountability.
Recognising these drivers allows integration planning to address root causes

rather than surface symptoms.

6.4 Answering Research Question 1

The first research question of this thesis asked: What are the key information
security and privacy risks that arise during the post-acquisition integration
phase of IT-sector mergers and acquisitions? The synthesis of theoretical
frameworks, regulatory requirements, and comparative case analysis allows

a structured response.

The evidence indicates that integration-phase cybersecurity risk is multifac-
eted and interconnected. A primary risk category concerns inherited technical
vulnerabilities embedded within legacy systems. These vulnerabilities may
include outdated authentication mechanisms, insufficient logging configura-
tions, incomplete patch management practices, and undocumented system de-
pendencies. When such systems are integrated into a broader enterprise envi-

ronment without immediate stabilisation, exposure increases.

Identity and access management misalignment constitutes a second critical
risk dimension. Integration often requires temporary coexistence of multiple
identity repositories and phased consolidation of privilege structures. During
these transitional periods, inconsistent access controls may persist, increasing
the likelihood of excessive privileges or authentication weaknesses. If iden-
tity harmonisation is delayed, structural misalignment can remain embedded

within the merged environment.

Monitoring and visibility gaps represent another recurring vulnerability. Con-

solidation of logging infrastructures and SIEM systems typically proceeds in
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stages. Until monitoring is unified, detection capability may be uneven. Tran-
sitional configurations, such as network bridges or data migration pathways,
may not be fully instrumented. Reduced visibility during integration increases

the probability that inherited vulnerabilities remain undetected.

Governance ambiguity further amplifies risk. Immediately following acqui-
sition, responsibility for inherited systems must be clearly defined. If account-
ability for vulnerability remediation, access control alignment, or incident re-
sponse is unclear, corrective actions may be delayed. Differences in organi-

sational maturity and documentation practices can compound this effect.

Importantly, administrative responsibility extends beyond internal opera-
tional ownership to include vendor and third-party governance. Many inher-
ited systems rely on external service providers, cloud platforms, or managed
security services. If contractual ownership, escalation authority, or supplier
oversight responsibilities remain unclear during integration, remediation ef-
forts may be hindered by ambiguity regarding who is authorised to enforce
security obligations or initiate corrective action. Vendor governance is there-
fore not peripheral to administrative responsibility but a structural component

of it.

Regulatory exposure adds an additional layer of complexity. Integration fre-
quently involves reconfiguration of personal data processing activities. Under
GDPR, lawful basis reassessment, controller-processor clarification, and se-
curity safeguards must be maintained throughout structural change (ICO
2021). NIS2 reinforces leadership accountability and structured risk manage-
ment obligations (ENISA 2023). Failure to integrate compliance considera-

tions into technical consolidation may result in enforcement action.

Finally, inherited supply chain relationships introduce further risk. Targets
may rely on third-party providers whose security posture differs from that of
the acquiring organisation. Without systematic reassessment of vendor gov-
ernance, external dependencies can introduce vulnerabilities into the merged

environment.

Taken together, these risk dimensions demonstrate that integration-phase ex-
posure is not the result of isolated technical failures. It reflects the conver-
gence of inherited vulnerabilities, identity misalignment, monitoring frag-

mentation, governance transition, regulatory accountability, and supply chain
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complexity. These factors interact during transitional phases, increasing ex-

posure until governance and control alignment are stabilised.

This synthesis provides a clear and comprehensive answer to the first research
question. It also establishes the analytical foundation for addressing the sec-
ond question: how integration can be structured in phases to manage these

recurring risks systematically.

6.5 Transition to the Integration Model

The analysis presented in this chapter has demonstrated that integration-phase
cybersecurity risk arises from recurring structural conditions rather than iso-
lated technical events. When inherited vulnerabilities, identity misalignment,
monitoring fragmentation, governance transition, and regulatory obligations
converge during organisational consolidation, exposure increases in predict-

able ways.

If these risks are systemic and recurrent, mitigation cannot rely on ad hoc or
reactive measures. Instead, integration governance must be deliberately struc-
tured and sequenced. Effective risk reduction requires early stabilisation of
inherited systems, coordinated alignment of identity and monitoring infra-

structures, and clear allocation of accountability throughout the transition.

The following chapter builds upon this analytical foundation by presenting a
phased integration model. Grounded in ISO/IEC 27001 and ISO 31000 gov-
ernance principles, and aligned with GDPR and NIS2 regulatory require-
ments, the model translates the identified risk drivers into a structured se-
quence of integration stages. Its purpose is to provide a coherent framework
through which organisations can address integration-related vulnerabilities

systematically rather than incrementally.
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7 A Structured Integration Model for
Secure M&A

7.1 Introduction

The preceding chapter demonstrated that cybersecurity risk during post-ac-
quisition integration emerges from recurring structural conditions rather than
isolated technical failures. If integration-phase vulnerabilities arise predicta-
bly from inherited systems, governance transitions, and regulatory obliga-
tions, then mitigation must also be structured accordingly. This chapter trans-
lates those analytical insights into a phased integration model designed for

IT-sector organisations undergoing M&A consolidation.

The model presented here is not intended as a generic checklist of best prac-
tices. Instead, it functions as a governance-oriented framework grounded in
the synthesis of academic research, recognised risk management standards,
regulatory requirements, and empirical case evidence. It is designed to reflect
the reality that integration risk evolves over time. As systems are consoli-
dated, identities aligned, and monitoring infrastructures unified, the organi-
sation’s exposure profile shifts. Risk management must therefore follow the

progression of integration rather than operate independently of it.

The framework integrates principles derived from ISO/IEC 27001 and ISO
31000 with compliance obligations under GDPR and NIS2. Each phase cor-
responds to a distinct stage in the transition from inherited complexity to sta-
bilised governance alignment. By sequencing stabilisation, consolidation,
harmonisation, and verification, the model addresses the structural risk driv-

ers identified in Chapter 6.

The overall structure of the phased integration model is illustrated in Figure
3. Figure 3 presents the integration model as a stabilisation curve, illustrating
how exposure initially increases during structural transition and progressively

declines as governance, technical consolidation, and verification mature.

62



Phase 0

Phase 1

Pre-Integration Risk
Stabilisation

Day 1 Governance
and Visibility
Alignment

A Structured Integration Model for Secure M&A

Figure 3. Phased Integration Model for Secure M&A

As shown in Figure 3, the model progresses from pre-integration risk stabili-

sation through governance and visibility alignment, structured technical con-

solidation, compliance harmonisation, and ultimately verification and contin-

uous improvement. This progression reflects the dynamic nature of integra-

tion-phase risk: exposure initially intensifies during structural transition and

gradually stabilises as governance and control alignment mature.

The effect of structured governance sequencing on risk exposure can be con-

ceptually illustrated as shown in Figure 4.

== Unstructured integration == Phased governance integration

Relative risk exposure

2 3 4 5

Integration timeline (Pre-close — Phase 4)

Figure 4. Integration Risk vs Governance Maturity Curve
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The figure 4 illustrates how unstructured integration may sustain elevated risk
exposure over an extended period, whereas phased governance alignment re-

duces structural exposure earlier in the integration lifecycle.

The sections that follow examine each phase in greater detail, clarifying its
objectives, governance implications, and relationship to the identified risk

drivers.

7.2 Phase 0: Pre-Integration Risk Stabilisation

The integration process formally begins at closing, but risk stabilisation
should start earlier. Phase 0 addresses the preparatory steps required to reduce
uncertainty surrounding inherited systems before operational consolidation
intensifies. Its primary objective is to establish visibility and governance clar-
ity so that integration does not proceed without an informed understanding of

cexposure.

At this stage, acquiring organisations should prioritise comprehensive asset
identification and mapping of inherited technical environments. This includes
cataloguing applications, infrastructure components, identity repositories,
and third-party dependencies. Inherited systems often contain undocumented
interfaces and legacy configurations that may not have been fully evaluated
during due diligence. Establishing an accurate inventory supports risk assess-

ment and enables prioritisation of stabilisation efforts.

Risk assessment during this phase should be aligned with ISO/IEC 27001
principles, particularly in relation to asset management and control evaluation
(Kobayashi et al. 2020). The purpose is not to complete full harmonisation
before closing, but to identify high-risk components requiring immediate at-
tention once integration begins. Systems with outdated authentication mech-
anisms, limited monitoring coverage, or known vulnerabilities should be

flagged for early remediation.

Data protection considerations must also be incorporated at this stage. Inher-
ited personal data processing activities should be mapped to ensure clarity

regarding lawful basis, processing purposes, and controller-processor rela-
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tionships (ICO 2021). Where integration may introduce new processing con-
texts or expand existing data flows, preliminary assessment of potential

GDPR implications helps prevent compliance gaps during subsequent phases.

Leadership involvement is particularly important during Phase 0. Under both
ISO governance principles and NIS2 requirements, senior management bears
responsibility for ensuring structured cybersecurity risk management (ENISA
2023). Early establishment of accountability for inherited systems reduces

ambiguity once operational consolidation begins.

Phase 0 therefore functions as a stabilisation and orientation stage. It
acknowledges that inherited exposure cannot be fully eliminated prior to clos-
ing, but it ensures that integration proceeds with awareness rather than as-
sumption. By clarifying asset scope, identifying priority risks, and establish-
ing governance responsibility, this phase creates the foundation for disci-

plined integration in subsequent stages.

7.3 Phase 1: Day 1 Governance and Visibility Alignment

Phase 1 begins immediately following closing. At this stage, ownership has
transferred, but full technical consolidation has not yet occurred. The objec-
tive is not deep system integration, but stabilisation of governance and visi-
bility. The priority is to prevent inherited vulnerabilities from expanding dur-

ing the earliest stages of structural alignment.

One of the first tasks in this phase is to establish clear accountability for in-
herited systems. Roles and responsibilities for monitoring, patch manage-
ment, vulnerability remediation, and incident response must be explicitly de-
fined. Without early clarification, governance ambiguity can delay risk miti-
gation and allow exposure to persist. This aligns with ISO 27001°s emphasis
on defined responsibilities and management commitment (Kobayashi et al.
2020), as well as NIS2’s requirement for leadership oversight (ENISA 2023).

Identity and access management requires immediate attention. Privileged ac-
counts should be reviewed, unnecessary access revoked, and temporary mi-
gration-related permissions clearly documented. Although parallel identity

repositories may remain during transitional periods, access governance must

65



A Structured Integration Model for Secure M&A

operate under a unified policy framework. Early enforcement of authentica-
tion standards reduces the risk of excessive privilege or legacy credential per-

sistence.

Monitoring alignment is equally critical. Even if full SIEM consolidation can-
not be completed immediately, logging pipelines from inherited systems
should be connected to central oversight wherever technically feasible. Visi-
bility gaps during this phase increase the likelihood that inherited vulnerabil-
ities remain undetected. The Marriott-Starwood case illustrates how delayed
monitoring alignment can allow compromise to persist (In re Marriott Inter-

national, Inc. 2021).

Segmentation measures may also be appropriate in this phase. Until systems
are fully harmonised, maintaining controlled boundaries between environ-
ments can reduce the risk of lateral movement. Transitional architectures

should be documented, and temporary network bridges clearly governed.

Phase 1 therefore focuses on stabilisation rather than consolidation. By clari-
fying governance, enforcing baseline access controls, and strengthening visi-
bility, the organisation reduces exposure during the most vulnerable early pe-
riod following acquisition. This phase acknowledges that structural alignment
takes time, but it ensures that risk does not escalate unchecked while integra-

tion progresses.

7.4 Phase 2: Structured Technical Consolidation

Phase 2 represents the most technically intensive stage of integration. By this
point, governance responsibilities have been clarified and initial visibility sta-
bilised. The focus now shifts to deliberate consolidation of systems, identi-
ties, and infrastructure components. The objective is to reduce structural com-

plexity while preserving operational continuity.

Identity harmonisation is typically the first major consolidation task. Parallel
directories and authentication mechanisms should be unified under a con-
sistent governance framework. Dormant accounts must be removed, privilege

models aligned, and authentication standards standardised. Temporary access
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arrangements introduced during earlier phases should be reviewed and with-
drawn where no longer necessary. Addressing identity fragmentation at this

stage directly mitigates one of the most persistent integration vulnerabilities.

Infrastructure consolidation follows a similar logic. Legacy systems that do
not meet the acquiring organisation’s security baseline should either be hard-
ened or decommissioned. Patch management practices must be aligned, en-
cryption standards standardised, and segmentation controls reviewed. Con-
solidation should proceed in defined stages rather than abrupt system merg-
ing. Gradual alignment reduces the likelihood that unresolved vulnerabilities

are propagated into the broader environment.

Data migration requires careful sequencing. Integration frequently involves
merging customer databases, consolidating enterprise resource planning sys-
tems, or unifying human resources platforms. Such migrations alter data
flows and processing contexts. GDPR principles of data minimisation, pur-
pose limitation, and security of processing must therefore guide migration
planning (ICO 2021). Where consolidation introduces high-risk processing
activities, structured assessment mechanisms such as DPIAs should be ap-

plied.

Monitoring infrastructure should also move toward full unification during
this phase. Logging standards should be harmonised, alert thresholds aligned,
and incident response processes integrated across environments. Consoli-
dated monitoring ensures that detection capability reflects the newly merged

system landscape.

Throughout Phase 2, risk assessment remains iterative. ISO 31000°s empha-
sis on continuous review is particularly relevant as system interdependencies
evolve (EY 2023). Technical consolidation changes exposure conditions; re-

assessment must accompany each structural adjustment.

In practice, however, consolidation rarely occurs under conditions of unlim-
ited resources. Integration teams must prioritise remediation and alignment
activities based on risk materiality and systemic impact. Where multiple vul-
nerabilities or architectural inconsistencies compete for attention, priority

should be given to those components that:

67



A Structured Integration Model for Secure M&A

1 Expose critical business functions

2 Involve sensitive personal or regulated data

3. Provide privileged or administrative access pathways, or

4 Create lateral movement opportunities across interconnected environ-

ments.

This prioritisation reflects ISO 31000’s risk-based principle that treatment ef-
forts should be proportionate to potential impact and likelihood. Without ex-
plicit prioritisation criteria, integration efforts risk dispersing limited re-
sources across lower-impact tasks while structurally significant exposures re-

main insufficiently addressed.

Phase 2 therefore aims to transform transitional complexity into coherent ar-
chitecture. By consolidating identities, infrastructure, data, and monitoring
under unified governance, the organisation reduces the structural drivers of

integration-phase risk identified earlier.

7.5 Phase 3: Governance and Compliance Harmonisation

By Phase 3, technical consolidation is largely underway or substantially com-
pleted. Attention now turns to governance alignment and regulatory harmo-
nisation. While earlier phases focused on stabilisation and structural integra-
tion, this stage ensures that policies, procedures, and accountability frame-

works reflect the merged organisational reality.

Security governance must be formalised under a unified management struc-
ture. Policies inherited from the target organisation should be reviewed and
either integrated into or replaced by the acquiring organisation’s framework.
ISO/IEC 27001 provides guidance on documentation consistency, control
standardisation, and internal audit alignment (Kobayashi et al. 2020). Risk
registers should be updated to reflect the consolidated environment, capturing

residual exposure and new dependencies created during integration.

Data protection governance requires parallel attention. Records of Processing
Activities (RoPA) must be revised to reflect reconfigured data flows. Where
processing purposes have changed, lawful bases should be reassessed and, if

necessary, updated. Privacy notices may require modification to maintain
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transparency toward data subjects. If integration has introduced cross-border

data transfers, appropriate safeguards must be confirmed (ICO 2021).

Under NIS2, leadership accountability remains central (ENISA 2023). Man-
agement must be able to demonstrate oversight of cybersecurity risk manage-
ment measures within the newly merged organisation. This may involve up-
dating governance committees, clarifying reporting lines, and aligning esca-

lation procedures across business units.

Supplier governance also demands review. Inherited third-party relation-
ships, including cloud providers and managed service operators, should be
evaluated against the acquiring organisation’s risk standards. Where contrac-
tual arrangements are inconsistent with required control maturity, renegotia-

tion or restructuring may be necessary.

Phase 3 therefore addresses the institutional dimension of integration. While
earlier phases reduced technical fragmentation, this stage ensures that gov-
ernance and compliance structures operate coherently within the merged or-
ganisation. Without this alignment, technical consolidation alone would not

produce sustainable risk reduction.

7.6 Phase 4: Verification and Continuous Improvement

The final phase of the integration model focuses on verification and long-
term stabilisation. By this stage, technical consolidation and governance har-
monisation have largely been completed. However, integration should not be
considered complete until the effectiveness of the new control environment

has been systematically evaluated.

Verification involves assessing whether inherited vulnerabilities have been
adequately mitigated and whether newly consolidated systems operate under
consistent governance. This may include targeted penetration testing, access
rights reviews, vulnerability assessments, and incident response simulations.
The objective is not only to identify residual weaknesses but also to confirm
that monitoring and detection capabilities function across the entire merged

environment.
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Continuous improvement principles derived from ISO/IEC 27001 are partic-
ularly relevant at this stage (Kobayashi et al. 2020). Integration frequently
introduces changes that alter risk profiles in subtle ways. Post-integration
evaluation provides an opportunity to refine policies, update risk registers,
and strengthen documentation practices. Lessons learned during the consoli-

dation process should be formally recorded to inform future transactions.

Regulatory alignment should also be revisited. GDPR compliance mecha-
nisms, including DPTIAs and RoPA documentation, should be reviewed to en-
sure they reflect the stabilised organisational structure (ICO 2021). Under
NIS2, leadership must maintain demonstrable oversight of cybersecurity risk
management processes (ENISA 2023). Verification therefore includes con-
firming that governance reporting lines and accountability mechanisms are

functioning as intended.

Importantly, Phase 4 recognises that integration is not a discrete event but
part of an ongoing governance cycle. The organisation that emerges from
consolidation may differ substantially from its pre-acquisition form. Contin-
uous monitoring, reassessment, and improvement ensure that cybersecurity

and data protection controls evolve alongside organisational development.

This final phase closes the integration cycle by transitioning from structural
alignment to sustained governance maturity. It reinforces the principle that
effective integration requires not only consolidation but also verification and

institutional learning.

7.7 Answering Research Question 2

The second research question guiding this thesis asked: How can the integra-
tion process be structured into practical and sequential phases to ensure sys-
tematic management of information security and privacy risks? The phased

model developed in this chapter provides a structured response.

The model recognises that integration risk does not remain constant through-
out the M&A lifecycle. Exposure evolves as systems are connected, identities

consolidated, monitoring infrastructures unified, and governance structures
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redefined. Effective mitigation therefore requires sequencing rather than iso-
lated control implementation. By progressing from early stabilisation through
technical consolidation and governance harmonisation to verification and
continuous improvement, the model aligns risk management activities with

the dynamic nature of integration.

Each phase addresses specific structural vulnerabilities identified in Chapter
6. Pre-integration stabilisation focuses on visibility and inherited risk assess-
ment. Early post-closing governance alignment reduces ambiguity and
strengthens monitoring continuity. Structured technical consolidation miti-
gates identity fragmentation and architectural incompatibility. Governance
and compliance harmonisation ensure regulatory alignment under GDPR and
NIS2. Finally, verification consolidates control maturity and embeds contin-

uous improvement within the merged organisation.

Importantly, the model does not prescribe rigid technical solutions. Instead,
it provides a governance-oriented framework adaptable to different acquisi-
tion types, including full acquisitions and carve-out transactions. Its purpose
is to ensure that integration proceeds deliberately, with risk stabilisation pre-

ceding deep consolidation.

Through this structured sequencing, the model transforms the systemic risk
patterns identified earlier into manageable governance stages. In doing so, it
offers a practical and standards-aligned framework for addressing integra-
tion-phase cybersecurity and data protection exposure in IT-sector mergers

and acquisitions.

Importantly, the phased integration model is not designed to operate in isola-
tion from broader deal execution processes. Post-acquisition integration typ-
ically unfolds through parallel functional tracks, including financial consoli-
dation, human resources harmonisation, commercial alignment, and opera-
tional restructuring. Cybersecurity and data protection governance must
therefore be embedded within the overall integration programme timeline ra-
ther than treated as a standalone technical initiative. If security sequencing
diverges from broader integration milestones, remediation efforts risk delay,
dilution, or incomplete implementation. By aligning stabilisation, consolida-

tion, and governance harmonisation phases with standard deal governance
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structures, the model supports coordinated execution and reduces the likeli-
hood that cybersecurity considerations are subordinated to short-term synergy

objectives.

A structured responsibility matrix aligned with the phased integration model
is presented in Annex 1 to illustrate governance accountability across integra-

tion stages.
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8 Conclusions and Future Research

8.1 Summary of Findings

This thesis has examined cybersecurity and data protection risk during the
post-acquisition integration phase of mergers and acquisitions in the IT sec-
tor. Drawing on academic literature, regulatory frameworks, and comparative
case analysis, the study has demonstrated that integration represents a period

of heightened structural exposure rather than a neutral operational transition.

The analysis shows that integration-phase risk is driven by recurring and in-
terrelated factors. Inherited technical vulnerabilities, identity and access man-
agement misalignment, fragmented monitoring infrastructures, governance
ambiguity, regulatory obligations, and supply chain dependencies collec-
tively shape the risk environment. These factors do not operate inde-
pendently; instead, they interact during transitional phases, amplifying expo-

sure until governance and technical alignment are stabilised.

The comparative examination of the Marriott-Starwood and Yahoo-Verizon
cases illustrates that cybersecurity weaknesses can influence both operational
outcomes and transaction value. While some risks manifest as persistent com-
promise during integration, others affect valuation, regulatory accountability,
or reputational stability. In each case, inherited exposure became the respon-

sibility of the acquiring organisation.

Through this synthesis, the thesis provides a structured answer to the first
research question by identifying the key information security and privacy

risks characteristic of integration in IT-sector M&A.
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8.2 Contribution of the Thesis

The primary contribution of this study lies in the development of a phased
integration model grounded in recognised governance standards and empiri-
cal evidence. While prior research has acknowledged the material importance
of cybersecurity in M&A transactions, fewer studies have translated this
recognition into structured guidance tailored specifically to the integration

phase.

By integrating ISO/IEC 27001 and ISO 31000 principles with GDPR and
NIS2 regulatory requirements, the model offers a governance-oriented frame-
work for sequencing risk mitigation activities. Rather than proposing isolated
best practices, it aligns stabilisation, consolidation, harmonisation, and veri-
fication into a coherent progression. In doing so, the model bridges theoretical

governance frameworks and practical integration challenges.

The thesis also contributes analytically by framing integration risk as a struc-
tural condition emerging from organisational transformation. This perspec-
tive moves beyond incident-centric analysis and emphasises systemic drivers

embedded within technical consolidation and governance transition.

8.3 Implications for Practice

The findings suggest several practical implications for organisations engaged
in M&A activity. First, cybersecurity governance should be integrated into
transaction planning from the outset rather than treated as a secondary oper-
ational concern. Early visibility into inherited systems and clear allocation of

responsibility reduce exposure during the most vulnerable phases.

Second, regulatory alignment must accompany technical consolidation. Com-
pliance with GDPR and NIS2 cannot be postponed until after integration is
complete. Instead, lawful processing, documentation updates, and monitoring

accountability must be embedded within each stage of transition.

Third, leadership involvement is essential. Governance frameworks empha-
sise accountability at the management level. Clear oversight structures and

documented responsibility reduce ambiguity during transitional phases.
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Finally, integration should be approached as a staged process rather than a
single consolidation event. Sequencing risk mitigation activities in line with
evolving exposure conditions increases the likelihood of stable and secure

organisational transformation.

8.4 Limitations

This study relies exclusively on secondary data, including peer-reviewed ac-
ademic publications, regulatory materials, industry analyses, and publicly
documented case evidence. While this approach supports transparency, trace-
ability, and replicability, it limits insight into internal organisational decision-
making processes that may not be publicly disclosed. Consequently, certain
contextual factors influencing integration outcomes may remain outside the

scope of observable evidence.

Although two case studies were examined to support analytical depth and
comparative insight, the findings represent analytical generalisation rather
than statistical generalisation. The objective of this research was to identify
recurring structural patterns and governance dynamics characteristic of inte-
gration-phase cybersecurity risk, rather than to quantify the prevalence or

probability of such risks across all M&A transactions.

Furthermore, the proposed integration model operates at the governance and
structural level. It is designed to provide a standards-aligned sequencing
framework rather than detailed technical implementation guidance tailored to
specific architectures, technologies, or sector-specific operational environ-
ments. Organisations applying the model must therefore adapt its phases to

their own technical landscapes, regulatory contexts, and maturity levels.

An additional limitation concerns resource constraints within acquiring or-
ganisations. The integration model assumes the availability of sufficient gov-
ernance attention and operational capacity to execute phased consolidation in
a structured manner. In practice, however, information security functions op-
erate alongside ongoing operational demands, incident response obligations,
and continuous compliance requirements. M&A transactions frequently alter
workload dynamics by introducing additional complexity without proportion-
ate increases in personnel or financial resources. Under such conditions, even
well-designed integration frameworks may encounter execution challenges.

Competing priorities, limited staffing capacity, and operational “firefighting”
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can delay stabilisation efforts or result in partial implementation of govern-
ance measures. This practical constraint highlights the importance of organi-
sational capacity planning and suggests that further research should examine
how resource allocation models, security programme maturity, and integra-
tion governance structures influence the feasibility and effectiveness of struc-

tured cybersecurity consolidation.

8.5 Future Research Opportunities

Future research could expand upon this work by examining additional indus-
try sectors or conducting longitudinal studies of post-integration cybersecu-
rity performance. Empirical studies incorporating practitioner interviews
could provide deeper insight into decision-making processes during transi-
tional phases and the organisational dynamics influencing integration se-

quencing.

Further research might also explore how automation, continuous monitoring
tools, and Al-assisted risk detection influence integration governance. As dig-
ital ecosystems become increasingly distributed and cloud-based, integration

risk dynamics may evolve, warranting additional examination.

An additional avenue for future research concerns the international dimension
of M&A integration. Cross-border transactions frequently involve differing
regulatory regimes, enforcement cultures, and organisational risk appetites.
Variations between European regulatory frameworks such as GDPR and
NIS2 and governance expectations in jurisdictions such as the United States
may create asymmetries in risk perception, disclosure practices, and integra-
tion prioritisation. These differences can influence how cybersecurity risk is
evaluated, tolerated, or escalated during integration. Comparative studies ex-
amining how cross-jurisdictional governance models affect integration out-
comes would provide valuable insight into the challenges of aligning security

expectations across regulatory and cultural boundaries.
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8.6 Final Conclusion

Cybersecurity and data protection risk during M&A integration is not acci-
dental. It arises from the structural complexity of merging heterogeneous dig-
ital environments under evolving governance and regulatory constraints. Rec-
ognising these dynamics enables organisations to move from reactive reme-

diation toward deliberate, phased risk management.

By synthesising theoretical frameworks, regulatory requirements, and docu-
mented case evidence, this thesis has developed a structured model for man-
aging integration-phase exposure. Organisations that approach post-acquisi-
tion consolidation through disciplined governance sequencing are better po-
sitioned to safeguard operational stability, regulatory compliance, and trans-

action value.
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10 Annex 1 - Phase-Based Integration
Governance Responsibility Matrix

The following responsibility matrix aligns key governance activities with the
phased integration model presented in Chapter 7. The matrix is intended to
clarify accountability during post-acquisition integration and to support struc-

tured risk management.

It does not represent a universal or prescriptive template. Rather, it illustrates
how governance responsibilities may be distributed across organisational

functions in a structured integration context.

The precise allocation of roles and responsibilities will depend on factors such
as organisational size, structural complexity, regulatory environment, and
available resources. Accordingly, the matrix should be interpreted as an

adaptable governance reference rather than a one-size-fits-all solution.
R = Responsible (executes the activity)

A = Accountable (ultimate ownership / decision authority)

C = Consulted (provides input)

I = Informed (kept aware)
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Table 1 Phase 0 - Pre-Integration Risk Stabilisation

Activity CISO / Se- | IT Operati- Legal / Executive External

curity ons DPO Manage- Vendors
ment

Inherited as- C R C A C

set inven-

tory

Preliminary R C C A I

risk assess-

ment

Data proces- C I R A I

sing map-

ping

Third-party R C C A C

risk review

Governance C I C R/A I

role defini-

tion

Table 2 Phase 1 - Day 1 Governance and Visibility Alignment

Activity CISO /Se- | IT Operati- Legal / Executive External

curity ons DPO Manage- Vendors
ment

IAM privi- A R C I C

lege review

Monitoring R A I I C

baseline

alignment

Incident res- A R C I I

ponse align-

ment

Segmenta- A R I I C

tion / con-

tainment

measures

Accountabi- C C C R/A I

lity confir-

mation
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Table 3 Phase 2 - Structured Technical Consolidation

Activity CISO / Se- | IT Operati- Legal / Executive External

curity ons DPO Manage- Vendors
ment

Identity sys- A R C I C

tem harmo-

nisation

Legacy sys- A R I 1 C

tem har-

dening

Data migra- C R A I C

tion security

review

SIEM con- A R I I C

solidation

Vendor se- R I C A C

curity reas-

sessment

Table 4 Phase 3 - Governance and Compliance Harmonisation

Activity CISO / Se- | IT Operati- Legal / Executive External

curity ons DPO Manage- Vendors
ment

Policy har- R C C A I

monisation

Risk register R C C A I

update

GDPR C I R A I

compliance

review

NIS2 ac- C I C R/A I

countability

alignment

Supplier R C C A R

contract

reassess-

ment
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Table 5 Phase 4 - Verification and Continuous Improvement

Activity CISO / Se- | IT Operati- Legal / Executive External

curity ons DPO Manage- Vendors
ment

Post-integ- A R I I C

ration secu-

rity testing

Privilege re- A R C I I

validation

DPIA re- C 1 R A |

view (if ap-

plicable)

Governance R | C A 1

effective-

ness review

Lessons R C C A I

learned do-

cumentation
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